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PROCEEDI NGS
M5. HARTMAN: ( BEG NNI NG AT 10:15 A M)

Al right. Thank you everybody for your
pati ence. | apologize for the difficulties
with trying to cone back together for the
first time in quite a while in person. So
we'll go ahead, we'll get started today. |[|'m
going to -- we have a couple of people that
had issues in transit, so I'mgoing to sit
here so that they could hear fromthe
m crophones. And so wel cone agai n and thank
you all for joining for our first in-person
Smal | Busi ness Entrepreneurshi p Council
Meeting in quite sone tine. W do have a
nunber of very interesting speakers here to
share with us today.

First, we will get started with the roll
call, sol will pass it over to Ms. Sonja to
go through roll call.

MS. CHRI STOPHE:

Al ta Baker?

(No response)
M5. CHRI STOPHE:

Al'lison O arke?

M5. CLARKE:
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Her e.
CHRI STOPHE:

Court ney Davis?
DAVI S:

Her e.
CHRI STOPHE:

Zazel | Dudl ey?
DUDLEY:

Her e.
CHRI STOPHE:

John Everett?
EVERETT:

Her e.
CHRI STOPHE:

Cassi e Fel der?
FELDER:

Her e.
CHRI STOPHE:

Kel isha Garrett?
GARRETT:

Her e.
CHRI STOPHE:

Bryan G eenwood?
GREENWOOD:

Her e.
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m nut e,

HART MAN:

St ephani e Hart man?
HARTMAN:

Present .
CHRI STOPHE:

Vi nce Haywar d?
HAYWARD:

Her e.

HARTMAN:

Edward "EJ" Kranpe?
(No response)
CHRI STOPHE:
Angel i ca Rivera?
Rl VERA:

Her e.
CHRI STOPHE:

M. Soul e?

(No response)
CHRI STOPHE:

| am Tucker ?

(No response)
HARTMAN:

Ckay. Well, we have a quorum

Kranpe sent his apologies. He, at the |ast

Chai r man

was not able to join us here today,
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but I1'd like to ask for a nbtion to call this
to order.

VR,  GREENWOOD:

So noved.
MS. HARTMAN:

Second?
M5. GARRETT:

Second.
MS. HARTMAN:

Al'l those in favor?
(AYES BY ALL)
MS. HARTMAN:

So we wll go ahead and nove on to the
first order of business, which is going to be
adoption of the mnutes fromour February 22nd
neeting, which was shared with everyone. Do |
have a notion to adopt the m nutes?

V5. DAVI S:

So noved.
M5. CLARKE:

Second.
MS. HARTMAN:

And all those in favor?
(AYES BY ALL)
MS. HARTMAN:
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Any oppositions or corrections needed to
the m nutes?

Al right. The ayes have it, so the
m nut es have been adopt ed.

So we w Il go ahead and nove strai ght
into our first guest speaker. During our | ast
neeting in the presentation on insurance,
there were sone questions fromthe group
related to cyber security. So sone followp
guestions in conversations led to ask to have
a presentation to the Council on cyber
security matters related to snmall business and
protection issues related to that. So we were
i ntroduced to Ms. Adrejia Boutte', who wll be
presenting for us today. |1'mgoing to go
ahead and i ntroduce her to you all as we pull
up her presentation to share.

Ms. Boutte' is a native of New | beria and
currently practices with Doran & Caw hor ne.
She is a fornmer in-house counsel for the State
of Louisiana and a commericial defense
litigator. She has presented nationally on
I ssues of cyber security risk insurance on
diversity and on the |Innocence Project Program

in |law schools. Statew de, she has presented
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on cyber risk, the value of nulticultural

or gani zati ons, Loui siana Vocati onal
Rehabilitation Services, the value of witten
contract, diversity, and Ethics and
Professionalism Adejia received a Bachel or
of Science in Psychol ogy from Xavi er

Uni versity School of Louisiana, a JD from

Sout hern University Law Center, and al so has a
Mast er of Law degree in Business Law.

Sol will, with that, go ahead and
present the floor over to Ms. Adrejia Boutte'
to speak to us today about cyber security.
Thank you so nmuch for being here with us
t oday.

MS. BOUTTE' :

Good nor ni ng.
MS. HARTMAN:

Good nor ni ng.
M5. BOUTTE' :

Everyone hear ne okay? GCkay. All right.
Thank you so much for having ne here this
norning. And ny purpose this norning is not
to bore anyone but, hopefully, to share sone
things that you haven't heard, but to give you

alittle information or rem nder, | shoul d
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say, on things that you should be famliar
with. And then at the end, | would love to
feel as though I've left you with sonme great
advi ce regarding getting sone insurance. And
| think, | love to think that sone of this
woul d be sone practical, scenical sort of
things that you'll hear; but, hopefully,
there's also sone stuff that you just haven't
really thought about before.

So this big business of cyber crine,
we've all heard about a |ot of data breaches,
we know about Target getting breached, we know
about Equifax. We've heard about pretty nuch
every sort of entity and every industry that
we often patronize as a consuner, but why
are -- you know, the nunber of breaches
i ncreasing so nuch? You know, that's really
the question, aside fromthe fact that we're
using nore technol ogy; right. WlIl, the
answer to that is that cyber crine is a huge
busi ness.

And so let ne start with alittle video |
would like to show that will give you a great
i dea of what it nmeans about this cyber crine

and bi g business of it because, essentially,
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we are as protected, you know, our protection
iIs only as good as we naeke it; right. So
let's get started. Let's see here.

(VI DEO PLAY!I NG)

MS. BOUTTE' :

Al right. |s everyone okay? You guys
are a little shooken a bit? No? Quite okay.
So, listen, | show this video because it's
I nportant to just see just how easy it is to
be hacked. And if you don't have the proper
nmeasures to protect yourself, it's just
inevitable, it's a matter of tine; right.

So here | have the technical definition
of what is cyber risk.

Here is the technical definition in
layman's term Al you need to know is that
this is basically tal king about and | ooki ng at
and considering your financial |oss as a
result of unauthorized access; okay. And
you'll see on the handouts that | have, | have
a couple of extra terns. | |like to include
t hose because sonetines we don't al ways know
sonme of the technical definitions of sone of
these industry terns, but you'll hear people

menti on them
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Next slide is, what is cyber security?

So cyber security is what you want to have.
They're essentially just the neasures that you
are inploring to protect your electronic
systens. And when | say el ectronic systens,
let me just be clear, | don't just nmean your
wor k systens. | also nmean your internet of

thi ngs that you have at hone because a | ot of
us are working renotely at tinmes or working on
wor k on our hone internet system so you need
to be aware that every tine you connect your

| apt op, your work | aptop, your personal

| apt op, or what have you, even your
refrigerator and that nice, beautiful
automatic coffeemaker, you are creating a
risk. So the type of security that you decide
to enploy even at hone is your cyber security,
and you are only as protected as you nake

your sel f; okay.

So top five cyber crinmes: You' ve heard
about phishing. Cyber extortion is exactly
what it sounds |ike, sonmeone has hacked or
breached or phished or sonething they did not
have access to your system and now they are

chargi ng ransom or they are hol di ng what ever,
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pictures that they have found on your | aptop,
on your phone, which is also your mniature
conputer, and they're asking for sonmething in
return; right. Then No. 3 which is a data
breach, which is what you hear about the nost,
but | nean, essentially, all of these can |ead
to data breaches.

| dentity theft, we talk about this. You
see those infonmercials at two o' clock in the
nor ni ng about getting sonething for your
identity theft. Well, identity theft, FYl, is
usually one of the areas that's covered under
homeowners policies just initially. A lot of
homeowners policy carriers, they'l|l offer
identity theft and not offer |like a cyber risk
i nsurance policy that I'lIl talk a little bit
nore about that later. And No. 5, harassnent,
soneone has hacked into your cell that you
al so access your conputer systens at work
t hrough and now t hey have found sone
enbarrassing enails or they have found sone
politically insightful emails that they now
want to threaten to rel ease, and you really
don't want that because then you have to

consi der your reputation and rehabbi ng and
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we'll tal k about sonme of those expenses that
cone W th post-cyber breaches.
Now what type of data is at risk?
Personally identifiable information, PII, real

short. Sinple things |ike your nane, your
soci al security nunber, your first nane, your
second nane, your enmil address that has your
actual nanme in it, things |like your address,
your gender, your race, all of these things

I ncl udi ng your ZIP code, all of these things
can be used as individual variables and pull
together to collectively create a denographic
of an individual or a denographic of where
they live, et cetera. Valuable information,
let me tell you, on the dark market or even
just to any sort of retailer. There are lots
of third-party entities who |ove to purchase
this information so that they can figure out
who to target this denographic using a ZIP
code. They can figure out what type of things
this person searches for online, what kind of
retail itens to go ahead and solicit to them
on that every tine you get online, if you
notice, all of a sudden you were shopping for

shoes yesterday or shopping for, | don't know,
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sonet hing, cars the day before and, suddenly,
you're getting these ads that are unsolicited,
these are targeted ads.

And part of the ways that people are able
to figure out what to keep soliciting to you
I's through nethods like this. They're
gathering little bits of information that's
personally identifiable information that we
don't realize that when you're accessing
| egitimate sources, legitimate sites that
maybe they have an understanding in very, very
small print which is their conditions or terns
t hat says, we have the ability and would |ike
to exchange information with other entities;
maybe not whol eheartedly specific information
about your entire character, but it's the
little bits of information that can be just as
val uabl e.

Sensitive client data is the second one,
very, very self-explanatory. It can go -- it
can be as far as financial information to even
just maybe your client's list or client's
client list. It just depends on your
I ndustry. Sone industries are a little nore

sexy to steal fromthan others are; nedical
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I nformati on for your obvious reasons, private
personal di agnoses, et cetera, et cetera.

Thi s becones an extra big deal when you're
dealing with a conpany with a CEO or a
president who is over sone val uable area or
who is -- plus a conpany that, you know, has
sone very interesting comobdities that they're
exchanging, but it's also very inportant just
on the basic |evel.

Then you have val uabl e digital assets.

As | said, you know, business trade secrets is
anot her thing. Custoner |ists are always

i nportant as well. That can be cross applied
to sensitive data, client data as well. And
then, finally, the nost obvious but often the
nost overl ooked woul d be our human resources
data. W forget about our own enpl oyees and
we forget about how their information is just
as valuable as the data that we're storing on
behal f of our own clients.

Al right. So I'mhoping that you' re not
sl eeping yet. So | thought | would give you
sone exanples of what it mght | ook |ike one
day when you open your conputer and you're

t hi nki ng you're going to have a very
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productive day, but then you get this enail
and you see, oh, gosh, you know, ny child has
just started school this week or |ast week and
you're sending ne an email fromthe
university, and let ne open it because it's
really inportant information that sonehow I
over| ooked. But because you're busy, we're
all business people, right, we don't always
read all the details in the email before we
click on them so we mght click on the |ink
that's in there or we don't realize that at
the bottom it's called My University as
opposed to a nore realistic nane of a

uni versity.

We're not | ooking at the address of where
the email conmes from W're just clicking
because we see university and nmaybe this is
sonething that's very pertinent. And then the
next thing you know, you have created a
wonder ful portal for sonme person sitting in
sone jogging pants at their honme or at their
office part of like a really large crine group
and they now have access to your system and
who knows what's going to happen after this.

Sonmething else | like to bring up, we
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of ten have our voicemails forwarded to our
emails now. There are a lot of options for

t hese days, especially with our ability to
work renotely. But what happens, you'll get
an attachnment, and it's the audio for your
voicemail. And a lot of tinmes, you'll click
it real quickly to hear and to see who sent us
a voicemail that we mssed since we are not in
the office, but we don't realize and we're not
| ooking at the nanme and the title of the
attachnment and we're not | ooking at, you know,
maybe even the tinme that it's comng in. All
of these are tips and clues that you should
pay attention to that can alert you to the
possibility that this is not a legitinmate

voi cemail, but it looks like it is.

Al right. So we've been tal king about
the breach. W' ve been tal ki ng about the
cyber risk. Wat can a cyber breach actually
cost you? Here's just a little denographic to

gi ve you an idea of how the change in the cost

has gone up. In 2015, it was originally
estimated that it was a $3 trillion expense in
the US. -- or I"'msorry, global. And then
2021, there was a prediction of $6 trillion,
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so it's doubl ed.

| would venture to say it's a little
hi gher than that as far as the actual final
count, but this is according to the d obal
Cyber Crinme danage predicted to reach
$6 trillion annually by 2020. It was an
article fromthe Cyber Crinme Report in 2018
and it is just a good exanple of how the cyber
crime industry has grown and has just really
flourished. But when we're tal king about on
an entity level, right, because we -- you
know, it's nost interesting to know exactly
how nmuch it woul d cost your business, perhaps
I f you were breached, these are a couple of
things that are nost commonly cited to the
I nsurance conpani es where people have filed
clains after they've been breached.

But in general, | nean just going down
the list, you have to consider how nuch is it
going to cost to rehab your reputation once
you' ve been breached; okay. ay. And so
there's rehabbi ng of your reputation whether
you're a small business or mdsize business or
| arge business, this is often where a | ot of

your expenses cone from You're initially
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al ways going to have expenses when it cones to
maybe having to upl oad new software, buy new
sof tware, nmaybe even buyi ng new har dwar e
dependi ng on just how detrinmental this breach
was and if it deposited a virus on your system
and just, you know, deleted files or et

cet era.

But the other part of that is what you
often don't know or think about is the cost of
maybe getting a PR group to hel p rehab your
reputation, the cost to build the confidence
in your clients again for services that help
nmonitor their information on the dark web.

You can offer one- or two-year service where
to build your client's confidence to rem nd
that we're keeping, you know, we're invested
in you and we want to retain you and we'l|l
have a service that will just nake sure that
they're looking to see if your personal
information is occurring and the dark web is
bei ng sold and exchanged and those sort of

t hi ngs.

But then you al so have your | T expenses.
And if you don't have an internal |IT person,

you wll want to hire an IT forensic firm and
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you' Il want to hire other professionals that
"Il talk about as well to help you get back
whol e agai n.

And, of course, the |last two, the obvious
I's you get sued, you know, do you have
I nsurance and, you know, you're filing a claim
Wi th your insurance, is it being covered; do
you have to sue your insurance company
directly? So you have first party and third
party clains that could be an issue. The cost
can go up and go up. It's so nmuch cheaper
just to take sone precautionary neasures and
to focus on your cyber security right now
before you actually experience the breach.

So is there a way to mtigate the
expenses? |s there a way to recoup and to
bring yourself whole? WlIl, you actually know
the answer to this because you, |I'msure, |'m
assum ng you all have auto insurance and you
have honeowner's insurance if you own a hone.
At the very |east for your businesses, |I'm
hopi ng that you have sone sort of conmmerci al
general liability policy at the very | east.

So everyone pretty nmuch understands the val ue

of having insurance, but we often don't think
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about it in terns of the value of having cyber
ri sk i nsurance.

Now it's really inmportant to know t he
difference if you have a commerci al general
liability policy, that's usually what triggers
the coverage is going to be different than
what triggers the coverage fromthe cyber risk
I nsurance policy. Your general conmmercial,
CGE., conmmercial general liability policies are
triggered by sonething visible. It's the sane
thing with your honeowner's policy and your
autonobile policy usually. It's either
physi cal disruption out of your business
because of XYZ. But your cyber risk insurance
policies, they are triggers that or coverage
Is triggered by usually the activity of a
person that's an individual, could be you,
could be a third party vendor that you' ve
brought on to handl e naybe just copying or
managi ng files or holding data or transferring
data or et cetera, but it is an individual
usual | y.

And so we | ook at the types of things
that cyber risk insurance can cover, it's a

little bit different than your regul ar
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policies. Now, your commercial general
l[iability policy insurer often offers an
endorsenent or a rider or a standal one policy
that covers cyber risk issues. But sonething
that you may not knowis that a | ot of
homeowner s i nsurance conpani es al so offer, not
just identity theft protection, but they may
of fer actually cyber risk insurance as well,
so you shoul d inquire.

Cyber risk insurance has been around for,
i ke, 40 years. So a lot of well-established
insurers carry it in different manners. And,
you know, it could just be a little sonething
extra that you add to your current policy, but
just know that it's not going to be the sane
and so it's not the sane as your regular
policy. So when you're tal king about the
types of things that it covers, | have a few
things listed here, but al so understand that
it covers extra things in sone instances,
dependi ng on your insurer, |like a breach
coach, sonmeone you can just call to help guide
you t hrough what do I do next; okay, | think
you' ve been breached; who do | need to call

aside fromny insurance conpany? O course,
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you know you call themfirst as soon as you're
aware of a potential claimbeing filed and you
go fromthere.

But you have your first party and your
third party expenses you have to consi der when
you' re tal ki ng about getting coverage and when
you' re tal ki ng about what your coverage can
cover. And so your first party, of course, is
going to cover your direct expenses that's the
entity that's the insurer that's naned and
your third party costs are going to be the
expenses that occur to you because soneone has
sued you or et cetera, et cetera.

And now i nsurance, we know, has a proven
reputation. Wiat | will say to you is, in
terms of trying to figure out what your limts
need to be and trying to figure out exactly
what areas need to have coverage, you need to
work with a CPA or your HR Departnent, if you
have an HR Departnent, soneone that has a
realistic idea of what your financial risk is;
because risks and i nsurance go hand in hand
toget her. Ckay.

And so you really want to | ook at the big

picture. You want to | ook at your conpliance,
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Wi th your entity's conpliance with whatever

I ndustry regqgul ati ons they have. And then you
want to | ook at your financial risk based off
of the type of service that you offer. And
then together, those things should be
conprehensively used to determ ne what type of
policy limts you need on any sort of

I nsurance, but particularly on a cyber risk

I nsurance policy.

Now, all right, sone of the requirenents,
it's just like any other policy in the sense
that your application for insurance is going
to ask you to confirm XYZ, but what's a little
bit different is that on your cyber risk
application, they also wll ask you questions
| i ke, are you enpl oyi ng cyber security
measurers. So are you doing it every six
nont hs, every three nonths, once a year? Wat
type of neasures are you enpl oyi ng?

Are you nonitoring your enployees'
assets? Do you have things |ike are you GDPR
conpliant? | know you've probably heard that
acronym before, it's not a U S. regul ation,
but the GDPR is sonething that is global.

It's really a European regulatory influence,
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but it's a great step that a | ot of conpanies
ask if you are in conpliance wth.

But, basically, you want to make sure
that everything you said yes to on this
application, and this goes true for any kind
of insurance policy, that you're being
truthful; because Heaven forbid, you actually
need to file a claimand they go back or they
hire a defense attorney like | used to do and
we go back and pull a copy of the application,
because that was always the first thing I
woul d ask for. And I'mgoing to go down the
list and see, did they say yes that they
actually had sone sort of cyber security
policy; did they say yes to saying -- not
policy but cyber security neasures; did they
say yes to how often they would review this,
and is there any evidence that they have done
t hi s nmai ntenance process; any evidence to show
me that they having actually been checking and
maki ng sure that they're filling in patches
and holes in their security system naking
sure that they' re enploying a service that can
do a review of their security system

It's just like a physical security of
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your building, you care about having that. So
it's the same sort of idea, but it's to
protect your electronic data, which is just as
val uable or if not nore so these days; all
right. So pay attention to these.

And | have a couple of cases I'mgoing to
I ntroduce to just kind of talk to you about
it; because at the end of the day, if a claim
needs to be filed and you have failed to just
do the basics that your policy application has
asked of you, then you stand to experience a
deni al of coverage. And then that's when the
expenses really bl ow up.

Athird thing is to nmake sure that when
you're getting your policy that you are
getting the right limts based off of your
particul ar type of risks, based off of your
particul ar industry; right. But also know
that you can stack sone limts. And so you
may have to ask your agent, an educated broker
or agent, ask them how nmuch is their sublimts
max. And it it's not enough based off the
risk that you al ready had assessed by your
CPA, et cetera, then you ask themif you can

add nultiple sublimts to stack and create the
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total package that you know can give you real
value. And then the fourth thing is to make
sure that you're consulting with an agent or a
br oker who really understands cyber risk

I nsur ance.

Ckay. So a couple of cases, sone real
details here and sone of themare on the
handouts, but | just want you to just get an
idea. The first one is sonething that you may
have heard of. How nmany of you, show of
hands, watched Gane of Thrones back in the
day? Al right. | don't knowif y'all
remenber, in the |ast season, there was a | eak
of this really great episode, | want to say --
It may have not been the | ast season, but |
want to say it mght have been |like the Red
Weddi ng or sonething, but it was all over the
I nternet and got exposed |ong before the
epi sode actually aired, and that was part of
this suit; okay. It was one of those things
t hat happened as a result of this suit.

Sony had an insurance policy, but they
actually had a traditional, comercial,
general liability policy that, of course, they

had a whol e bunch of subsidi ari es because
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they're a huge entity and all of the

subsidi aries were not naned as insured. That
was the first problem Second probl em was
they had a breach. Sonebody hacked in or

phi shed, an enpl oyee sent a phishing email of
sonething that they got into system and they
had a cyber risk issue. And as a result,
there were a lot of clains that were filed.

So, first, they filed as first party
because they thought they were insured. What
they found out was that all of their
subsidiaries were not actually nanmed as a
i nsured on the policy. That was problem
nunber one. Problem nunber two, all of the
clains that were filed against themby clients
who are having the issue with the fact that
their information, i.e. TV shows were rel eased
ahead of tinme, et cetera, et cetera. They
filed suits.

And then they found out that the clains
that were nade were not specifically covered
under the policy, but the problemis that this
was a cyber security issue; right. So that's
not being covered under a traditional,

comrercial, general liability policy period.
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They weren't aware of that. The |esson from
this case is know what kind of policy you
have, nmake sure it's covering the things that
you needed to cover, nake sure that all of
your insureds are actually covered and naned
on your policy. And the |ast, of course, you
want to nmake sure you have sone cyber risk
I nsurance coverage whet her you have an
endorsenent that's added to your CG or a
stand-al one policy. So they didn't have any
of this, that was the problem

Next case, there we go -- all right.
This was the third-party breach. This goes
back to you signed on your application for
I nsurance and you said, yes, we enploy cyber
security neasures, including we have oversi ght
of our third-party vendors. Keep in your mnd
that your risk is as great as your vendor's
risk. So | don't care if you're just hiring
sonebody to nmake copies and you' re sendi ng
themelectronic files, they're hol ding your
data at their entity. They don't have any
real cyber security neasures.

And so now, they get breached, and so you

then need to file a claimw th your insurance
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conpany, but then they're going to go back and
| ook at whether or not you were actually
overseeing their security neasures as well.
This case was really crazy because it was a
heal t hcare provider. Essentially, they sent
their electronic data to another -- they hired
a third-party vendor who was holding all of
their nedical patient files. And the
third-party vendor decided to -- they were
transferring it back to them | think is what
it was, but they posted a link that actually
was not secure.

So, essentially, anyone can randonly
googl e John Doe, Peter Pan, whonever, and find
out what their diagnosis was | ast week and et
cetera. And this, | nmean, it was a conplete
mess. And so the provider filed suit against
their insurance conpany. The insurance
conpany agreed to cover themwth a
reservation of rights, we'll cover you in your
initial suits and everything and we'll cover
t he expenses, but we're reserving the right to
then go back to the Court and ask the Court to
decl are that the coverage is not viable.

And that's what happened. They went back
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to the Court. They determned that it wasn't
that the client, the insured which was the
heal t hcare provider did not properly conply
wWith the policy in terns of protecting
thenselves. And so, it was essentially their
fault. And so the insurance conpany asked for
a declaratory judgnent to indicate that they
shoul d not be responsible and that they should
be rei nbursed for all of the expenses that
they had offered to cover all of the
third-party clains because clients were suing
them patients were suing them | nean
they -- it was just a really bad case. One
takeaway fromthis case aside fromthe fact
that you need to nake sure that you nonitor
your third-party vendors' security, give them
sonething to sign off on so you can hold them
responsi bl e.

The second part of the takeaway is it's
I nportant to know that even with this case, it
didn't just stop with the insurance; it didn't
stop with the Court's order. | nean | think
it ultimtely resolved in an alternative
di spute resol ution manner, which was through

nmedi ati on based off of their agreenent, but

COURT REPORTERS OF LOUISIANA, LLC
depos@courtreportersla.com




© 00 N oo 0o B~ W DN PP

N D N NDDNMNMNDNN P P P PP P PR
a b~ W N b O © 00 N O O B~ W N - O

BOARD OF DIRECTORS MEETING 08/31/2022
Page 33

this breach triggered sonething else. It
triggered the Departnent of Justice in
California to go after them and investigate.
It triggered several other governnental
agenci es, state and federal to investigate.

And then you have the issue of the
assessed fines and sanctions. And so there's
a whol e other section of expenses and costs
that come with breaches, and it's not just
your direct issues in terns of can | get back
up and run ny business and can | get back into
my files, and et cetera.

Now this next case hits a little closer
to hone. | don't know how many of you have
actually stayed at the Hotel Montel eone in New
Ol eans; yes? No? But you know where it is;
right? N ce hotel. They've been breached at
| east twice, ny last count. The first tine
was in 2013. So they had a huge breach and
t hey knew exactly how nmuch it cost to get
t hensel ves back toget her.

And so they went to -- they used this
i nsurance, and | think they m ght have been
the underwiter, and | think they went to

Ll oyd's of London first, and they used this
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I nsurance as the underwiter or vice versa.
And, basically, they said, listen, we've

al ready been breached, we know exactly how
much we need in terns of policy limts; this
Is what we want -- and at least this is

al | egedl y what happened -- this is what we
want. They communicated this to the agent and
a broker, which by the way, the agent and a
broker is not responsible to tell you what
type of limts you need. Their responsibility
is only to give you what you ask for.

So going back to ny earlier slide, how
Inportant it is for you to nake sure you have
a realistic idea of what your financial risk
is, this is why all this ties in. So you're
going to your agent and your broker, they ask
for X anmount of dollars, turns out they get
breached again, they find out the policy
limts is not even anything conpared to it, it
was a m sunderstanding, an error, | don't
know, but this case got tied up in court for
many years.

And the takeaway for that case is to
understand exactly what [imts you have. Wen

you get your policy, read your policy. At the
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very | east, just read the declaration page and
you can see what |limts are listed and
offered. And nake sure it's what it is that
you asked for. Because at the end, when you
get breached, it's a story and it's just he
sai d versus she said and what you can prove
and what you can't prove and et cetera.

Nowadays, nore agents and brokers in the
past 10 or 15 years are being brought into
court. Prior to, they were never really part
of lawsuits. That's why they have the errors
and om ssions policies that they're required
to have in their practice. But just know that
it can get a little sticky and a little hard
to prove, but you're still dealing wth
I ssues.

Now, the breach has occurred; what do we
do now? That case, by the way, is in your
handout. all right. So a couple of people we
need to notify, sonetines maybe, maybe not at
all, you have to assess that dependi ng on what
type of busi ness you have and how | arge your
busi ness is and how big your risk is and et
cetera. The FBI mght be on your list. You

definitely want to contact your cyber risk
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I nsurance carrier, which |'m hoping that you
have one to call.

| f that provider offers you a breach
coach, that's going to be who you're going to
call as well. Your other industry specific
prof essionals m ght be soneone |ike your IT
forensi c conpany that you have on retainer or
that you have an easy access to. Wat you
really should have, period, is a list of all
the people that you need to call, a contact
name, email and/or phone nunber already
established Ii ke today or go back to your
office and do it tonorrow.

And so have that already easy to access.
You can just whip out that sheet if sonething
happens and you go fromthere. | have the
FBI's website on there. And | have a | ot of
great tips on there. But what you really want
to know is that, federally, when you have a
breach that occurs, there are no
conpr ehensi ve, |ike, one big body of |aw and
act or et cetera that tells you what to do if
you' ve been breached. However, what you do
need to knowis there are a |ot of other

things that you need to consi der.
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But as far as the state's, all 50 states
have sonme form of breach notification [ aw on
t he books, including Louisiana, but there's
only Virginia, Colorado, and California that
have a statew de conprehensive act that says
this is for everyone in this state that has
any sort of business affiliation or the right
to conduct businesses, what they have to
follow. Every industry though, depending on,
literally, if you're in finances or if you're
in healthcare or et cetera, there are going to
be federal regulations that you al ready know
that you have to foll ow.

For exanple, if you're a healthcare
provi der, you know that you have to conply
with H PAA regulations. The act that is
Hl PAA, it has specific requirenents for how
you're transferring data, who has access to
your patient's data, stuff l|like that, right,
that you're already famliar with. But a |ot
of these regul atory bodies, these acts or what
have you, they also have steps that you need
to follow if you experience sone sort of
breach. And a lot of these steps have to do

deal wth notifications.

COURT REPORTERS OF LOUISIANA, LLC
depos@courtreportersla.com




© 00 N oo 0o B~ W DN PP

N D N NDDNMNMNDNN P P P PP P PR
a b~ W N b O © 00 N O O B~ W N - O

BOARD OF DIRECTORS MEETING 08/31/2022
Page 38

So I'mgoing to give you a couple of
exanpl es, but just know that, as | said
before, these breaches can trigger other sort
of entities that are federal and/or state.
The regul atory bodi es are not prosecuting or
litigating these breaches in these cases, but
they refer themto the federal governnment or
even your state offices, like the AGs office,
et cetera who have cyber crine investigative
units and et cetera and et cetera. So it's
not just a federal thing; it's also a

st atewi de t hi ng.

Sonme of the industry regulators, | have
the GDPR listed first. [It's not really an
I ndustry reqgqulator, but it is, | guess it's

sonething that nost entities care about at

| east listing that they are GDPR conpli ant.
And a lot of clients, for instance, if you're
an i ndustry, for exanple, and maybe have a
client that's an insurance conpany, they want
to know that you're follow ng these guidelines
because the guidelines are so good in terns of
recomended practices and steps to take. It's
just sonmething great to put and say that we

are GDPR conpliant. But you have a H PAA, you
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have FINRA for your financial institution and
even the Paynment Card Industry Security
St andards, they have requirenents.

And so in your handouts, | have a little
nore detailed informati on about the
di fferences between the federal state
agenci es, what they do versus these regul atory
bodi es and what you need to be aware of, but |
will just say to you to nmake sure that you
know what your regul atory bodi es, what the
main acts are that you need to consider and
that you need to reference, and if you need to
have soneone break it down for you, that it's
val uabl e to have that done.

So here we go wth investigations, as |
said, sone of these agencies, they are state
or sone of themare federal. They should | ook
famliar to you at the very least by their
acronyns, but this is just a starting list. |
have a nore extensive list in the handout as
wel |, but they handl e various aspects of it.
But 1"'mtelling you, fines and sanctions can
be everything fromyou' re not able practice
whatever it is that you do for so nany years

to now you have to pay $5, 000 per breach
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per -- | nean it can pile up. It can be
little or it can be great. Just be aware.
But for Louisiana, | don't care what Kkind

of entity you are, we do have a breach
notification law and that's, it's cited right
there. Essentially, the states, their breach
notification |laws, they are always going to
cover these six things that | have listed
here. |It's going to give you an idea of how
much tinme you have to notify your Attorney
General, that's usually who is the Body that's
regul ating these notifications. And,

oftenti nes, these states publish Iist of
entities that have been breached.

It's not going to apply to everyone. If
you're a small entity, you're like, oh, ny
gosh, it's too expensive to even send out
notifications to ny clients. It really
depends on the size of your entity, the type
of data that you have that's in jeopardy and
how | ong you' re even, even to the degree of
how | ong you're required to retain their data.
Al'l of these things are going to be very fact
specific, but it is inportant to be aware that

It doesn't matter whether you're a private or
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a public entity. These breach notification
| aws are sonething that you need to be aware
of .

So in conclusion -- everyone still awake
out here? Your eyes are open? Because | want
to say, you guys are great at napping with
your eyes open; you're really cool. So quick
tips, look at your insurance policy, |ook at
the application requirenents, |ook at your
sublimts. |If you don't want to look at it,
ask soneone else to look at it and to break it
down for you and send it to you in a short
emai |, sonmething; just care about it.

Also, if you're going to get cyber risk
I nsurance as a stand-al one policy or as an
endorsenent to your existing CGEG or your
homeowners policy, don't forget, make sure
that you have, again, | can't say enough, a
realistic idea of your financial |oss. Also
as a note in the packet, | have a few tips of
ways that you can m nim ze your cyber risk

attacks. And | say mnimze because it's

going to happen. It's not if, it's a matter
of when.
And there's sone very, |ike, practical
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t hi ngs you can do |i ke adding a password to a
docunent that you're emailing out. Start
having a systemin place, have that protocol
list of who you call as soon as sonet hing
happens. Make sure your enployees have a
regular training as to things |ike, don't
wite out your password. | can't tell you how
many times | walk into people's offices and
they have their passwords so neatly taped to

their conputer. And I'mlike, should |I take a

picture of this and use it? No, |'mnot a
hacker .

But if | were a hacker, | would or |
woul d sell it to sonebody because the thing

Is, it's ridiculous. Even if it's physically
witten there, sonetinmes people also just put
it in their phone and the phone gets hacked,
and now t hey have passwords perfectly spelled
out and also directly correlated to exactly
what site it goes to so that they don't

forget. Well, you don't forget and you're
bei ng hel pful to your unauthorized access
users. So | don't know, pick one, pick a | ane
and do what | do. | put ny notes, but I|'l]

| eave out letters or sonething and I'IlIl just
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give nyself rem nders of what it could be.
And that way, you always have it witten out.
This a gazillion sites, right, and you
pr obabl y have about 500 passwords to
everything and it still works. You still feel
saf e.

So inclosing, I'd like to | eave you with

a few kind words fromone of ny favorite
little guys, who is now all grown up, but this
I S hi mwhenever he was a kid and his nane is
Kid President.

(VI DEO PLAYI NG
M5, BOUTTE' :

The role for you today is to enploy sone
cyber security neasures and protect yourself.
Join the cool table. Any questions?

MS. DAVI S

| have nore of, | guess -- first of all,
t hank you very nmuch for com ng here today and
kind of giving sone of the tips, but | think I
probably got nore frustrated through this
whol e thing nore than anything el se for a
coupl e of different reasons.

MS. BOUTTE' :

Ckay.
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MS. DAVI S:

Just the fact that insurance conpanies
are allowed to deny these clains is very
frustrating to ne. Because if you're going to
give ne a policy that I'm paying for, but
you' re not doing your due diligence to nmaking
sure that | amaligned with that policy, |
don't -- that, to ne, is extrenely frustrating
because |'m paying all of this noney; and then
at the end, you're going to turn around and
say, oh, you didn't do this one little thing
that you didn't read in the fine print of your
I nsurance policy. So, now, |"mnot going to
pay this claimfor you blows ny m nd.

It al nost makes ne think I'mtoo stupid
to even have cyber insurance because why woul d
| pay an insurance conpany to then just be
screwed in the end and have them not pay out
the clains and I'mstill held with the sane
anmopunt of liability but at least | held onto
that premumthat |'ve been paying themfor no
reason at all.

And then | guess the other thing that was
frustrating to ne is just that all of these

federal agencies that want to fine ne after
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thi s happens, what are they doing in -- what
are they doing to stop the crimnals in the

begi nni ng?

MS. BOUTTE' :
Ckay.
M5. DAVI S

So I'mvery curious about that.
MS. BOUTTE' :

Al right. So first question, all right,
it's just cyber risk insurance is just |ike
any other kind of insurance and so you stand
t he sane chance. M house was fl ooded, |ike,
two or three nonths ago in May to be exact. |
still have no floors and parts of nmy walls are
gone. | thought with -- | had two coverages,
home warranty and then | have homeowners
insurance. | literally had to file a claimin
both of themto have different parts of the
sanme issue covered. And in the end, | still
didn't have all of -- | nean | put out way
nore noney than what they paid ne back. So
It's the nature of the business. But at the
end of the day, it is a contract is how you
have to ook at it.

It's the sane sort of exposure that you'd
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have if you decided to sign up to go ahead and
purchase a car and your car doesn't have what
it is that you want it to have or whatever.
Any kind of contract you get into with any

ot her sort of business entity, it is your
obligation, unfortunately, to understand what
it's offering. That's why it's inportant that
you, whichever agent or broker you choose to
comruni cate with, that they can break all of
that down for you and give you the

I nformati on.

They are the information resource.
They're not there to tell you what type of
limts to get. That's when you go ahead and
you rely on your financial advisors, but
that's just part of the business
unfortunately. And so if your agent can
explain the policy and the terns that's in the
policy to you, that's where you go to. And,
ultimately, hopefully, you have an attorney
that you can also consult with, but there are
free services as well as, you know, actual
pai d services. But those are the other sort
of professionals that you want to | ean on.

| mean we don't -- from any insurance
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def ense practitioner in the past, right, |

| earned a | ot about insurance policies because
| was practicing. | had never really actually
read an entire policy. | nean nobody really
does, unless that's what they do, right.

So you just have to think about it.

Don't let it overwhel myou. Just think about
it inthe sense of, if |I can't understand it,
l et me go and get an educated source that can
break it down for me. But in the end, it is
the sane in terns of practicality as having

t he sane reason why you get honeowners

I nsurance. You don't not get it because you
don't understand the policy. The sane reason,
ultimately, you don't not get it -- you know,
it's the sane thing.

So your second question though, that FBI
link that | |isted, they have a | ot of great
resources on there and they do kind of break
down sone of the things that the governnent is
doing to sort of mnimze the overall access,
you know, our -- sonething big, you know, I|ike
our governnent being hacked even on a | esser
| evel like our electronic grids being accessed

and hacked or what ever. | nean there are
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steps that they are taking.

But | really think, ny personal opinion,
| think cyber risk insurance should be
required. It should be one of things Iike

just |ike having m ninmal autonobile insurance,

| don't sell insurance, by the way. | don't
get comm ssion by just saying that. In ny
opinion, | think it should be required for the

sane reason that you're trying to mnimze
peopl e's financial |oss. Because at the end,
it's better to have sonething covered versus

not hi ng covered. Does that hel p?

V5. DAVI S:
Sur e.
M5. BOUTTE' :

It's overwhel m ng, but --
MS. DAVI S

| wasn't expecting you to fix the
problem |'mjust voicing ny frustrations
over the entire just issue of this.
M5. BOUTTE' :

No. No, | get it. Yeah. Yeah.
MS. DAVI S:

And | think that there should be nore

onus on an insurance conpany before they can
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deny a claim but that's not sonething, you

know - -

MS. BOUTTE' :
Yes.

MS. DAVI S:

They shoul d have done their due diligence
prior when they sold ne the policy to nmake
sure that | conpletely understood it and had
in place what they're selling ne, you know.

MS. BOQUTTE' :

So I'mgoing to say to you that that is

al ways going to be the onus you because you're

signing a contract.

V5. DAVI S
Uh- huh. | know.
MS. BOUTTE :

But | will say that that's why you have a
right to sue your insurance conpany --
M5. DAVI S

Uh- huh.  Yeah.
M5. BOUTTE' :

-- if you disagree with it.

MS. DAVI S:
Yeabh.
MS. BOQUTTE' :
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-- sue them And a lot of tines, you do
get coverage after that or get recouped.
MS. DAVI S:

Yeah.

MS. BOUTTE' :

Yes, ma' anf
M5. GARRETT:

So | have a question about the extension
of the policy to enployees that are renote in
busi ness. What is, |like, best practices right
now j ust because they are -- there are still
i ndi vidual s that are working renotely part of
a full-time requirenent for an organization.
MS. BOUTTE' :

Uh- huh.

MS. GARRETT:

And so while we have coverage, it's now
on their server. And so what -- what have you
seen as best practices regarding that?

MS. BOUTTE' :

Sol wll say this, | am one thing,
wai ting for insurance conpanies to start
maki ng specific requirenents in these policies
as to how the insured, that would be you, the

entity, is nonitoring. So tips that | give
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and that | also see other businesses do is
that if you can afford it now, this is going
to all depend on what size your entity is,
right, but sone entities will issue their
renote enpl oyees routers that can -- it's a
safe way for themto access the internet. So
there are mniature routers that they can
carry wiwth themor there are scranblers, |
don't know the technical term but there are
devi ces that can be purchased.

Now, there are many routers that are,

i ke, super inexpensive, |ike $40. | know I
bought one nyself, and it adds a | evel
encryption to your access. A lot of tines,
VPN is an old way to add a | evel of secure
renote access; right. But it does work.

It does add an extra |evel of protection,
so you're giving your enployees VPN access
into your hard drive systemor your F drive,
your C drive, whatever it is. And with the
VPN access, if you require themto have a
mul ti-authentication nethod of accessi ng;
meaning, |'mgoing to go ahead and -- so it
wi Il send maybe a code to their cell phone.

M5. GARRETT:

COURT REPORTERS OF LOUISIANA, LLC
depos@courtreportersla.com



© 00 N oo 0o B~ W DN PP

N D N NDDNMNMNDNN P P P PP P PR
a b~ W N b O © 00 N O O B~ W N - O

BOARD OF DIRECTORS MEETING 08/31/2022
Page 52

And notify them
MS. BOUTTE' :

Exactly. So sone of the tips that | have
on the handout, those are sinple ways to nake
sure that your renote workers, when they're
sendi ng docunents and when they're accessing
t hi ngs on your hard drive that is encrypted by
addi ng passwords or sonething |like that,
another way is to invest the noney in a
system For exanple, Ctrix and NetDocs, if
you' ve heard of that, these are cl oud-based --
wel I, NetDocs is a cloud-based docunent
storage system And a |ot of cloud-based
systens are going to be a little safer in
terns of creating that easy access for your
renot e wor kers.

But al so Net Docs, for exanple, | know
because | happen to talk to one of the owners
at sonme conference randomy, they individually
encrypt every docunent that is stored. And so
you can access renotely. You don't have
sonebody having to log into your hard drive.
What they're doing is they're only going to a
website, and that in itself nmakes it safer for

your actual hard drive and your server system
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at your entity. So that's another way.

And then there are ways, like Ctrix
offers and so did NetDocs an extra expense to
have the ability to send out a secured link to
docunents as opposed to your enpl oyee at hone
havi ng docunents on their desktop and j ust
sending it |loosely with no passwords and no
formof encryption, but stuff like that. |
nmean there are little things and it can get as
expensive as you want it to get.

And, ultimately, | don't know who has the
ability other than a very large entity to go
In and assess a hone office and to assess what
type of internet systemthey have. So | would
enpl oy that the best way to do that is to
of fer other nethods of secure transactions.
And then that way, you're at |east you're

mtigating it. Does that nmake sense?

M5. GARRETT:
(Nods head.)
UNKNOMN:
Ch, | actually didn't have a questi on,

but | also can hel p answer that one.
M5. BOUTTE' :

Yes.
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UNKNOMN:

So anot her thing, so what you're talking
about with routers is nobile hotspots. So
that's to nmake sure that if you have,
essentially, your honme network, you need to
have them put a password on it. And that is a
hundred percent the first thing that needs to
happen, and it shoul d happen with every router
that you get right now None of them cone
Wi t hout passwords now.

But a nobile hotspot will allowthemto
connect wherever they are and on that specific
devi ce; because the problem the real issue is
t hat anybody el se on your network can see
internet traffic and can do what's effectively
the man-in-the-mddle attack where you try to
go to Google, and it says, okay, well, | am
Google, let nme give you whatever | want to as
far as a bad link or sonething to that effect.

The ot her thing she was tal ki ng about was
VPNs. OIS actually says you have to have a
VPN when you're | ogging into your conputer.
And that, effectively, creates a tunnel that
takes out the rest of your network. So it

sends straight fromyour conputer to the
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encrypted office or the encrypted office
internet, so that's another thing. And then
the other thing I think of, and I'Il talk to
you about this later if you want to, but the
question | had for you is legally, right.

So we, a lot of conpanies when they get a

ransom ware attack, they have a -- they freak
out and they say, okay, | need to go and find
sonething to fix this imediately, right. |If

they go to a white hat group, which is a group
of ethical hackers, |ike, they know nore
ransom ware, are they opening thenselves up to
nore liability because they are then putting
anot her group that they have not -- that
they've hired but not paid into their systenf
MS. BOUTTE' :

That's a good question, and only sonmeone
with an I'T background would do it. You know,
|"ve never really seen a lot of literature on
it to be able answer you the liability
exposure there. | would think that at the end
of the day, if you're bringing in another
entity and sonething goes awy, they're not
who you thought they were or whatever, yes,

that's going to increase your liability off of
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GP because now you go naki ng the probl em

wor se. Because, for instance, a |lot of these
cyber risk insurance conpanies, they'll offer
coverage to reinburse you for ransomt hat

you' ve paid; right.

So they're reinbursing for a ransomt hat
you' ve paid and you've brought in a third
party that nowis creating a nore disruptive
scenario, |I'mpretty sure they're going to
want you to pay for that. And then that's
going to -- that's going to al so cause anot her
problemw th the claimthat you' ve fil ed.

That may interrupt your ability to have proper
coverage and may cause a deni al; because now,
you' ve introduced a third party. So | would
just say, be weary. And | would think that
that would be nore like a larger entity's
consi deration, right, of a conpany that has

| arger assets maybe. You know, it's al ways
useful to have an understandi ng of how your
system can be hacked. That's a test.

Alot of entities will bring in, | guess
I's what you're tal king about, the ethical
hackers, just to see. And then they'll have

what they call it, not sprints -- is it
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sprints maybe where they'll have like IT
i ndi viduals who work for them just have |ike
a marat hon event where they're trying to see
who can hack into it. |It's educational
because you want to know. It's |like a test
run, let nme just see how strong ny security
systens are, but it's a third party you're
brining in, so it's always a risk; right, but
it's a good risk; right, I would say.

But if you're doing it after you've
al ready been breached, unless it's part of,
i ke, your |IT forensic conpany, the conpany
that's comng in to help prepare your system
| would say just be a little cautious about
it. Because, ultimately, when you bring your
system back up, they're going to have to run
tests, right. Sonebody is going to have to
test it to see how secure the new version of

it iIs. Does t hat nmake sense?

UNKNOMN:
Yes.

MS. BOUTTE':
Ckay.

M5. HARTMAN:

| think we have tine for one nore
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question. GCkay. Well, then I'll take the
| ast questi on.

Just for nyself, you nentioned the FBI
resources on cyber security. |In terns of
freely-accessi ble resources for small
busi nesses, understanding this is a conpl ex
I ssue, are there any particular ones that you
woul d recommend t hat business owners sort of
avai |l thensel ves of or visit?

MB. BOUTTE' :

So I'malways a big proponent of pushing
I nexpensive line itens for that type of stuff.
And that's why on the handout, | have those
ti ps because they are, they are just very
effective neasures. And it's not an extra,
for the nost part, you do not have to item ze
an extra expense. |If you're a small entity or
a mediumsized entity, that nmay be sonething
that deters you from enpl oyi ng these things.
But if you're just doing basic things, |ike
creating passwords and forcing your --
creating an internal protocol for your
enpl oyees, change your passwords every three
nont hs; you have to, or nmake your |IT system

force your enployees to change their passwords
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to your systemas frequently as three nonths
to six nonths or whatever you decide.

Have annual trainings so that you're
t eachi ng your enpl oyees not just what they
need to do, but you're rem nding them and al so
giving themthe inpression that you're
nmonitoring them which that's a whol e not her
conversation just how nuch nonitoring to do,
but doing things like that, and even |ike an
internal IMgroup, if your entity uses Skype
for Business or sonething |ike that or
what ever, sone sort of internal instant
nessage system what have you, limt what
they're able to attach, |ike disable the
ability to send attachnents through it.

You know, those are the types of things
that you can do on a small |evel w thout
having to actually find an entity to retain
and try to figure out howto cover it. Those
are things you can do within your own entity.

Does that kind of give sone exanpl es?

MS. HARTMAN:
Yes.
MS. BOUTTE' :
kay. G eat.
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M5, HARTMAN:

And | think it's a lot of what we hear
and |'msure folks at the table hear this as
well is that it's sonething like legal, it's
sonething that's very easy to ignore until you
have an issue yourself.

MB. BOUTTE' :

Yes. Al ways.
MB. HARTMAN:

And sinple or accessible things are a | ot
easier, | guess, to approach than a full scale
under st andi ng.

MS. BOUTTE' :

Right. R ght. And so that's why | do

i ke to always have, |like, just sone basic

tips because | do find that it's |ike anything

conputer related, people kind of get -- well,

for me, it's like taxes. | don't even like to
do my own taxes. Don't give ne nunbers; | do
words. But soit's -- it is -- if you give it

to people in little bites and tangi bl e ways

that, you know, you really are kind of doing
al ready and that you've al ready been exposed
to. Because if you have a credit card or an

onli ne account sonewhere or retail or
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ot herwi se, you're already being forced to
change your passwords usually or you're being
forced to exercise a nmulti-authentication

nmet hod. Like, those are things that you are
ki nd of already doing, and so let's nove it
into your business; right. Let's take the

t hi ngs that you know are working or you're
being forced to do in other aspects of your
life and put it into your business for the

sane reasons.

M5. HARTMAN:
Yes.
MS. BOQUTTE' :

Ckay. Al right. Well, thank you guys
so nuch. | have here ny contact infornmation,

feel free to reach out; or if you have any

guestions or you just want to vent, reach out.

MS. HARTMAN:

Thank you so nuch. | do want to thank
you again for allowing us to have anot her
conversation about sonething that at the sane
time is frustrating as well as probably
terrifying, so | appreciate that overview.

| do want to nove on. W have a nunber

of things on the horizon through LED, and
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we'll get to sonme LED updates |ater.
Fortunately, we're able to have Executive
Managenent here today because we had sone
overlap with dates with the Governor's
revitalization groups that LED was
coordi nati ng, but there has been nuch
antici pation around the opportunity for
Loui siana to provide additional support for
smal | busi nesses through the U S. Treasury's
State Small Business Credit Initiative 2.0.
This group was very hel pful in providing input
and feedback in the formative stages of that
application that LED put together.

| f you renenber in our |ast neeting,
Assi stant Secretary Brenda Guess nenti oned
t hat when we net again, there would probably
be able to be an update on that application on
those prograns that are being structured. And
so we have with us here today Ms. Kelly Raney,
who is the Manager w thin our business
I ncentives group. She's going to provide an
update on the State's Small Business Credit
Initiative, LED s application, and sone pl ans
regardi ng programm ng to hel p support capital

access for small busi nesses because that has
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been such a pivotal point for Small Business
and Entrepreneurship Council.

Kel | y?

MS. RANEY:

Good nor ni ng.
M5. HARTMAN:

Good nor ni ng.
MS. RANEY:

So nmy former enployer, comng off the
topic of cyber security, would actually test
us, | think this is after you left Bryan.

They woul d send out emails to their enployees.
And if you had clicked on a link within that
email, you had three attenpts to pass the test
successfully or you were introduced to anot her
round of cyber security training. And one
particular email that got ne was when the

enpl oyer quot e/ unquote sent out an email
saying that there was an error in their HR
Payrol | Departnent and they were sendi ng out
duplicate W2s. And it happened to be in
January when those W2s cone out.

Sol will let you guess how many of the
enpl oyees passed that particul ar cyber

security test for that nonth. There was quite
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a bit of training being done in that
particular January. So | just echo that cyber
security is, unfortunately, very prevalent in
today's age. |f everybody could just do the
right thing, we wouldn't have to worry about

t his.

But noving on to SSBCI, so Brenda may
have, Assistant Secretary Brenda Guess may
have presented sone of the prograns that we
|l ook to launch I'm going to say any day now.
Because | feel like the last tinme | was here
I n February, right after we had just submtted
our application, and we noted that there were
55 other applications submtted as of Friday
before last. | believe the nunber is up to 23
states that have been approved for their
application. And so it was this tine |ast
year that we were doing this waiting for the
gui dance to conme out to know how to apply for
that funding. And we are at that sane tine
this year doing this waiting for the final
approval fromthe Federal Treasury O fice. So
we are eager to get that. And in which case,
we Wil then be able to | aunch these prograns

and nmake them open and avail able for
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application for loans and for equity
I nvest nent s.

Sonme of you may have heard this
presentation a couple of tines. W've given
it quite a bit over the past several nonths,
so ny apologies if it's redundant. But it's
I nportant to know, as Stephanie stated, that
we' ve heard the feedback that not only did
this particular group provide to us, but nmany
ot her groups |isted up here behind ne. And we
took all of that information back to really
devel op sone goals for all of the five SSBC
prograns that we intend to |aunch. W want to
| everage private capital. W want to attract
outside investnent into the State of Loui siana
I nto Loui siana businesses. W want to nake
Loui si ana a destination for startups.

W want to expand the Small| Business and
Entrepreneuri al ecosystem for Louisiana, as
wel | as enhance and expand our current debt
prograns. It is very inportant that we | ook
to the market place to see what needs existed
across the geography of the state to penetrate
that for small businesses; not to conpete with

what's al ready available in the marketpl ace,
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but to conpl enent that.

So our SSBClI strategy has a two-prong
approach, debt and equity. And on the equity
side, we will have sone enhancenents to our
exi sting Venture Capital Program and then we
will also have a new SEED Capital Program
which will be available for small businesses
as well. I'mgoing to try and use this chart
right in front of ne so | don't have to keep
| ooki ng back behind ne and neke sure |'m on
target.

Al right. So interestingly enough, when
we did research for equity investing, of the
16 Southern states, Louisiana is at the bottom
for equity investing in small businesses. So
| ooking at the glass half full, that presents
an opportunity to really inject nore capital
into that programso snmall busi nesses may
benefit fromthat type of financing. It's a
perfect match considering the type of recovery
that we are undergoing fromthe COVID pandenic
as opposed to the financial crisis of 2010,
where SSBClI originally rolled out. So of the
prelimnary allocation that the Treasury has

di scl osed for each state, Louisiana was
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slotted to receive initially $74.2 ml1lion.
However, Treasury has conme out to each state
and expanded that prelimnary allocation to

i ncl ude goal s and penetrating underserved
communities. And if we are successful, that
$74.2 could be a little bit nmore than $113
mllion. And all of that noney is intended to
benefit small businesses.

So the lion's share of that funding is
going to go on the equity side. And sone of
the informati on we've | earned over the past 16
years, wth equity funding, there have been
283 equity deal s done since 2006 through first
quarter of 2022. And that represents roughly
$728 mllion. Now what's inportant to note of
those statistics | just shared is that those
are the equity deals that are happening within
our state over the past 16 years in
geographies that the U S. Treasury Ofice has
deened as a certified devel opnent investnent
area. And that's significant because it
correlates to penetrating those underserved
communities. Otentines, rural comunities
may fall in those geographies as well. Lowto

noderate i ncone conmmunities may fall into that
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cat egory al so.

Approxi mately, 60.2 percent of our state
is considered and classified by the U S.
Treasury O fice as a CDFl investnent area. So
| think with the fundi ng avail abl e t hrough
SSBCl 2.0, there should be a |ot of access to
capital, which is the purpose of SSBCI for
smal | businesses. Qur group is looking to
devel op a systemto match interested business
owners wth those fund program partici pants
that will be providing those equity dollars.

So there's two parts of the equity
program SEED Program which will be for those
much smal ler dollars for those very early
stage portfolio conpanies |ooking to get
started. W do ask that those fund firns that
are providing those investnents have a
one-to-one match. W are extending the sane
requi renents to those program participants
that fund firns providing those investnents
that Treasury is requiring of us; and that is,
we | everage capital. So on our SEED Program
we are asking that for every dollar of SSBCI
nmoney that we invest in a portfolio conpany,

that that fund -- firmalso inject a m ni num
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of one doll ar.
But on our |arger side, our Venture
Capital side, you'll see there the expectation

for that |everage is nuch hi gher, depending
upon if it's a for profit or a nonprofit
conpany. And so, let's see, for those fund
firms, these details are fairly significant,
because unlike in the 1.0 Version, there is an
extra incentive for those fund firms to
provide the equity financing to the portfolio
conpanies in the termof conpensating their
service for providing growh-rel ated services
or technical assistance rather in addition to
the capital and nmaking sure they succeed.

So where we're at right now wth our
application process is we are at the finish
line, not crossing it, but right at the finish
line about to cross it in the next couple of
weeks with the request for qualification
process that the LED agency has undergone in
order to identify and eval uate program
participants for the equity programas well as
one of debt progranms, the Mcro Loan Program
So we are wrapping up those internal

eval uati on processes for the RFQs for our
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Venture Capital and SEED Program parti ci pants
right now and we'll have those conpl eted over
t he next couple of weeks, and then SEED w ||
be conpleted in Cctober.

We al so know fromthe U S. Treasury
O fice that our applicationis in review. So
we are keeping our fingers crossed but not
hol di ng our breath that the days are nunbered
before we get the final AP on our
appl i cations.

Now i n addition to having capital
provided to small businesses by equity
I nvestnents, there are three prograns that
will be available to small businesses to help
themeither with sone of their financing needs
to hel p provide cash support or naybe as a
very small mcro |evel financing unit sone
busi nesses may have. So there are three
prograns we're | ooking to roll out under that
side of the SSBCI framework for the debt
progr ans.

The first one is the Mcro Loan Program
the second one is the Collateral Support
Program and the third one is the Snall

Busi ness Loan Guaranty Program which actually
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IS in existence today, but we are going to
make sone enhancenents to the current
paraneters of that program maxim zing those
paraneters where we can, allowed by Treasury.
It's inportant to note that each program was
intentionally built with ease of use in m nd
and flexibility upholding the requirenents of
Treasury but not addi ng any ot her requirenents
that were not necessary to neet the Treasury
requi renents as well as the agency and
statutory -- excuse nme, State regul atory
requi renents.

So under the Mcro program these are
going to be for your very small businesses,
nost |likely the definition of very snall
busi ness which Treasury has defined for SSBC
pur poses of being fewer than ten enpl oyees, so
that would be nine or |ess. Those would be
the businesses that we're really looking to
care for the Mcro Program Those dol | ar
anounts can range from 1,000 to 100, 000 and
this gives the lender the flexibility to
ultimately structure the | oan request to match
the needs of the borrower. The paynent is up

to five years, but the collateral that's
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required, if any, would be up to the lender to
ascertain. The docunents woul d be revi ewed by
the LED Mcro Loan team for approval and
conpl i ance, and then the | ender would cl ose
the I oan and di sburse funds to the borrower.

You nmay have heard a couple of things
that collateral, if required, this particular
program does allow the option for the | ender
to offer an unsecured | oan up to $50,000. |If
the loan is to exceed $50, 000, the program
does require coll ateral.

So outside of the Mcro Loan Program we
have our Coll ateral Support Program which we
have recei ved an overwhel m ng response j ust
Wi th excitenent because, currently, there is
not hing avail able in the marketplace on a
federal |level or a state level. And,
essentially, if there is a borrower who
exhibits a shortfall of collateral, this State
programthat we are building will offer up to
a $250, 000 cash deposit to be pledged to that
borrower's | oan at the | ender's bank at the
| ender, with the | ender rather, excuse ne, for
the termof that | oan.

In the event that the loan is repaid, the
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| ender s made whole. That deposit is
returned to LEDC so that we can then | end that
noney to anot her small busi ness owner who nay
exhibit a shortfall of collateral. It's
inportant to note that it is intended to help
smal | busi ness owners short of a shortfall of
collateral. 1It's not intended to be a full
source of collateral.

Most of you already know, snall business
owners are strapped with their resources as it
iIs. Comng up with equity, collateral, their
busi ness plan, if they don't have historical
financials, they're going to have to put
t oget her sone projections. So the Coll ateral
Support Programw || help those business
owners who have al nost everything the | ender
I s asking, except they just don't have enough
to support the collateral that is being
required to get approved for the loan. In
that instance, this program again, will offer
up to a $250, 000 cash coll ateral deposit to be
pl edged to that | oan.

Al right. Let nme just take note to see
where we're at here. Al right. So |I've just

basically sunmari zed this slide here. And
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with our Mcro Loan Program and |I'mgoing to
bl end the two since we're already in
Col | ateral Support, they have appropriate
structural requirenents that are standard of
all three of these prograns. So, for exanple,
the eligible uses of these funds for Mcro
Loan and Col | ateral Support Program now, it
needs to be either for equi pnent or inventory
purchases, term | oan financing, unoccupied
real estate, or maybe working capital needs.
We do ask that there is a job creation or
retention paraneter future for each of our
progr ans.

And for Small Busi ness Loan Guaranty,
that actually increases to two dependi ng upon
the dollar amount however, ineligible uses
are very common of all three. And those are
going to be things that are currently
di sal | owed today, such as pyram d sal es,
crypto-currency, any illegal activity
obviously. Investnent real estate, nonowner
occupied real estate, that's going to be
sonething that is discouraged as wel|.

Now with the Collateral Support Program

we do ask the borrower inject at |east
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10 percent equity;,; whereas, there was
flexibility on the Mcro Loan Program si de of
the | ender to nmake that distinction. W have
put nore here in the Collateral Support and
ask for the 10 percent equity. Again, just
recappi ng sone of the perm ssible uses of the
funds, which wll be standard for not only
this program the Collateral Support, but the
Mcro Programas well as the Guaranty Program
you w Il soon see. And so |I'll start sounding
alittle bit redundant when it conmes to sone
of these topics; prohibited uses of the funds.

Simlar to the Mcro Loan Program the
| ender -- or excuse ne, the applicant wl|
apply wwth the lender. The lender will submt
the application package to our teamfor
review. They wll conmunicate with the
banker. The banker will then conmunicate wth
the borrower to disclose all of the |oan
structural and approval requirenents and then
make arrangenents to cl ose the | oan.
M. DAVI S:

|s there any -- like interest rates, is
that determ ned by the -- where are the

interest rates determ ned on these sort of
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| oans? Li ke, who determ nes that?
MS. RANEY:

Great question. So under our Mcro
Program the lender will actually determ ne
the interest rate. That particul ar program
gi ves discretion to the I ender to structure
those smaller | oans. And, again, that can
vary if the loan is unsecured, for exanple, on
those smaller loans or if it's a |larger size
loan or it could be a smaller |oan and the
borrower nmay want to pledge collateral so that
they could have an inproved interest rate. As
you know, unsecured |ending is nore expensive,
but that is an option under the Mcro Loan
Program

Now with the Col |l ateral Support Program
while the I ender does set that interest rate,
there is going to be review and consi deration
by the Coll ateral Support team for those | oan
transacti ons, because as we all know, cash is
typically keen. So if part of the collateral
Is going to be pledged as cash, that should be
passed onto the borrower in the terns of a
better interest rate cost savings because the

| ender situation has been inproved because
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sonme of their collateral could be up to
$250,000 in cash. So that's the expectation
with the interest rate on the Coll ateral
Support.

And with our Guaranty Program the
interest rate is set by the | ender as well.
But 1'd like to also add, you know, with all
three of those prograns, there is an interest
rate cap, which is a provision actually of the
SSBCI gui dance for we had built into our
programrules that the interest rate cannot
exceed either the National Credit Union
Associ ation interest rate or it cannot exceed
the Federal Credit Union Association interest
rate or exceed any future enacted State
regul atory interest rate, which currently does
not exist, but wanted to nmake sure we were
bei ng cogni zant of that in case that was
enacted in the future.

This is a 10-year program so that very
wel | could happen in a rising interest rate
environnent. Very good question especially
because we are in arising interest rate
environnent, which is why | think that the
Col | ateral Support Program should be able to
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yield a lower interest rate fromlenders to
t he borrowers because of the cash being
pl edged as collateral to help shore up that
shortfall.

On the flip side of that, it wuld be a
great tinme to pursue and explore the
opportunities to fund your business financi al
needs through equity investing since it does
not require, necessarily, a formof nonthly
P& repaynent so to speak typical of a | oan.
Just things to be mndful of as the economc
pl ans state changes over the next ten years,
because it wll. Good question.

M5, HARTMAN:
Kel l'y?
MS. RANEY:
Yeah?
MS. HARTMAN:
|"msorry to -- before you go on, rel ated

to eligibility, can you highlight a couple of
the differences between the previous SSBCl and
what's al | owabl e t hrough | oan guarantee in
ternms of industry like retail in restaurants
versus what you all have structured for Mcro

Loan and Col | ateral Support because there was
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sone questions about that?
MS. RANEY:

Absolutely. So there is a big
difference, and you just actually said one of
them a big difference in these prograns
conpared to the 1.0 is that we have been
m ndful to include restaurants, food trucks;
they're all included. |If the lender wll
consi der that business entity, then it is
perm ssi bl e through our State program And
that's inportant because there are different
| enders have different risk tol erance;
correct. And so we've built a programthat
will enable the borrower to utilize those
provisions within the programwhen they're
working with a lender that will allow those
type of transacti ons.

So a big difference is restaurants are
el i gi bl e now, whereas before, they were
actually excluded. W |like to eat here in our
state, so I'mglad you brought that up,
Stephanie. Otentines, restaurant owners,
they may get overl ooked for sone of these type
of progranms or disqualified because of

I ndustry risks. And so we have included them
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for all of these prograns for consideration.
Thank you for bringing that up.

And al so, Stephanie, you' re going to have
this step that you can send out if anybody is
interested thereafter as well. And so our
GQuaranty Programis currently in existence
today, as |'ve previously stated. Before, it
offered up to a 75 percent guarantee. W were
able to squeeze out a little nore on that side
going up to 80 percent under SSBCI. In order
to stay within the SSBCI gui dance, that was
t he maxi mum that we could all ow.

We do, however, for our business owners
who are certified through our LED Snal |
Busi ness Services G oup, that are certified as
smal | and SEBD conpani es, then they woul d be
eligible for up to a 90 percent guarantee and
with the collateral requirenent not to exceed
the 80 percent. So I want to make that
di stinction.

That is outside of SSBCl, but that is
al so an enhancenent that we were able to tap
on i ndependently of the SSBCI funding. So
that is currently going to be available as

well to try and help pronote all of the
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exi sting prograns that we have within LED and
wor kf orce center logistically for those
busi nesses.

Earlier, | nmentioned we would ask for
| arger job creation or retention. And so
dependi ng upon the dollar amount, we've
i ncreased that to two per | oan transaction on
the guarantee side. Very simlar in terns of
the eligibility requirenents for the program
uses of funds. Ineligible, very consistent
with what |'ve already nentioned before.

And the process is not nmuch different
than the Col |l ateral Support Programin a sense
that the borrower will go to the | ender, make
the application. Lender wll transfer that
| oan docunentation to our agency for review,
maki ng sure it adheres to all of the U S.
Treasury SSBClI guidance. W wll comrunicate
back to that | ender. The |lender wl|l
coordinate with the borrower for closing and
di sbursenment of funds. All three of the
prograns Wl | have reporting thereafter
bet ween the | ender and LED or the Equity Fund
Firmand LED for each of those investnents or

| oans on their performance.
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The SSBCI Programis intended to be a
10-year program So these progranms, again,
after much thorough conversation, nuch
research, nmuch feedback were built to cater to
busi nesses in many different stages of the
business |ife cycle whether they're just
starting out or they're |ooking to expand
offering smaller terns to |larger terns under
the DI D program

And, again, I'd like to add that they
were intended to conplenent what's currently
avai | abl e, not conpete. So, for exanple, if a
| onger anortization is needed for the business
owner to buy a building and it's better for
themto go to SBA for that guaranteed | oan,
that's perfect. |If they need working capital,
they may be able to cone to all of that and we
m ght be able to help themw th a |ine of
credit for sone of their working capital
needs. Maybe they don't have all of the
collateral to support the working capital
request, but that's where the Coll ateral
Support Program can cone in.

So there are ways that we can coexi st

Wi th other prograns, not to conpete benefits,
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but coexist with other progranms. |'l|l pause
and see what other questions there are.
MS. DAVI S:

So | apol ogi ze because | didn't grasp
this in the beginning, |I know that you were
tal king about it. This has al ready passed?
Because it's saying sumrer of 2022 that the
prograns are anticipated to open.

MS. RANEY:

So this was the beginning work on this
and, yes. So we were anticipating in sunmer
of 2022 when we submitted our application in
February that we woul d have the federal
funding by now. So where we are right now
August 31st, | consider sunmer to be over
because ny kids are back in school. Wen kids
are back in school, the fun is done. So
sumrer is over, and |I'mthinking probably
going to be early fall before we receive that.

Havi ng said that, | nmade this disclainer
that there's going to be Zoom webi nar updates
wWith the Treasury O fice about this
application that, and one of those
conversations, | do know that there is a goal

for the Treasury Ofice that was disclosed to
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us to have all of the, all of the 55
applications reviewed by Cctober. So they've
got alittle work to do if they're already up
to 23. That's why | say, | think any day now,
Loui si ana, since we've already been notified
that we were being reviewed, it should be in
the near future. | can't -- it's obviously
not summer because, to ne, summer is over;

kids are back in school.

M5. DAVI S:
Well, so tonorrow -- no.
MS. RANEY:
Well, what we are doing to make sure that

we can pull the trigger sinultaneously is
we're working in tandemw th the application.
So all of the programforns, the agreenents,
the contracts, the program participants, all

of that is being fine tuned and finalized
right now so that it's a matter of signing and
executi ng docunents once we receive that
federal funding, which we have to sign a
docunent with the U S. Treasury Ofice too, by
the way, before we can get the dollars so that
once we do sign an allocation agreenent with

the Treasury O fice and receive those federal
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dollars, we are well-positioned to start there
and take application on all of our prograns.
Now we all know that when it conmes to
equity investing, it takes tinme to, you know,
review those portfolio conpani es screen them
make sure they're a good fit, gather all of
the informati on needed, but they're not
starting fromthat particular point at ground
zero because they will have already been
identified. Those that are going through the
RFQ process right now, they' re aware of the
goal s of SSBClI interm ssion and how they're
bei ng asked to | ook for investnents in
portfolio conpanies in our state that they may
not have intentionally sought out before. And
SO we are trying our very best to nmake sure
that, well, what we're doing right now, we're

wai ting on the Feds; they're not waiting on

us.
Any ot her questions? This was a | ot of

i nformation, | know.

V5. DAVI S:

| think it was great information.
Honestly, there was a couple of prograns |

would like to utilize personally. That's why
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| ' m asking, |ike, when, when.
V5. RANEY:
| can also share with you that 1'll make

sure to give Stephani e updates as soon as we
get any mark forward, but | know there's
intention to make all of this available on our
website and there will be other systens that
will be put in place to help identify where
the Equity Fund Firnms and the | enders are
| ocated and who ki nd of specializes and caters
to what.
MS. HARTMAN:

Thank you again, Kelly. And also, the
other part of this that is currently being
wor ked on right nowis the technical
assi stance pi ece where Louisiana stands to be
able to apply for up to $3 mllion in applied
programm ng for technical assistance. So
we're currently working with our techni cal
assi stance partners to try and structure what
that could possibly ook |ike. The intent of
that from Treasury is to assist snall
busi nesses in accessing capital in sone of
t hese funds and al so nmanagenent of those funds

as they proceed in their business endeavors.
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So a couple of things and we'll try and |
want to be m ndful of everyone's tine because
| know we got started a little bit late here
t oday, but we do have sone updates just from
our Smal | Busi ness Service Assistant Director,
Chris Cassagne to conme up and gi ve us sone
updates on what's going on with the LED G owth
Net wor k, but just a couple of things on the
I mredi ate horizon. Qur residential
Contractors Accreditation Institute -- excuse
me, our Louisiana Contractors Accreditation
Institute Residential sem nar cl osed on
Monday. We do have applications open for that
for the Business and Law Sem nar that is
starting on Cctober 3rd, | believe. And so
that's the third in this year series. Every
year, we have our Busi ness and Law, our
General Contractors, and our Residenti al
Contractors semnars, so that's the next one
on queue.

We are working closely with the Smal |
Busi ness Devel opnment Centers to get the PAVED
Program back up and running and that we'll be
having the first boot canp, | believe, on

Septenber 21st. So a couple of folks very
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heavily engaged in that today as well as for
our team
Anot her thing just to give an update on
because the Hudson initiative and expenditures
wi th our |ocal Louisiana based snall
busi nesses has al so been a high priority item
for this group, the not final, but nearly
final nunbers for Fiscal Year '22 did cone out
fromthe Division of Admnistration. So in
Fi scal Year 2022, $79, 499, 953 were spent with
Hudson and Veteran certified conpanies. That
nunber does not include the report filing from
Hi gher Education |ast year. For exanple,
Hi gher Educati on nunbers cane in about
$8 mllion additional dollars to that nunber.
That is an increase, a slight increase from
| ast year's total nunmber. But with the
anti ci pated nunber comng in from Hi gher
Education, it should be significantly higher.
One of the things that we have upcom ng
iIs tosit down with the Ofice of State
Procurenent to devel op those goals for Fiscal
Year 2023 as they issue those with that drive
towards continuing to increase in the anount

spent fromour state agencies with our |ocal
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smal | businesses in Louisiana. So that's
sonet hing that continues to be a high priority
for the Departnent. This past year, 13
agenci es net or exceeded their annual goal and
we go through a process with OSP to increase
everyone's goal each year, so that's
continuing to kind of drive progress in that.

Anot her big thing on the horizon that
we' ve been working for and sonething that |
think is pertinent to this group is a resource
navi gator and cal endar systemthrough a
partnership in Source Link that's going to be
cal |l ed Loui si ana Business Hub. So LED has
gone into a contractual agreenment wth Source
Link, if anyone is famliar with that. They
provi de assi stance with ecosystem buil ding and
kind of building an online resource navigator
as well as online calendar tool that it takes
a lot of legwork on LED s side and a | ot of
our resource partners to be able to build the
functionality of that. But that's sonething
that we are taking the first step in this
year.

W are piloting and we are buil ding that

based of f of our regional systemso that we
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now have | ocal ownership versus just a state
top dowmn. Qur pilot wll be -- we're planning
to launch, soft launch in Novenber, but
hopefully a full |aunch in Decenber in the
capital region, and that will go on top of
what has al ready happened in North Loui siana.
EAP in North Louisiana recei ved EDA fundi ng
and they were able to | aunch what they call

| aunch network, which is also a Source Link in
Nort hwest and Northeast Louisiana that wl|
tie into the statew de regi onal nodel that
we'll be working over the comng two years, |
believe, to add the additional regions all

over the state.

And so this is kind of our first endeavor
to try and build that and nake sure that we
have binding fromall of the resource partners
as a valuable tool to themso that we can have
their engagenent and make sure that we have
all of that information accessible to our
smal | busi ness owners at any tinme so that they
can go in, say what kind of need do they have
in terns of what type of training they nmay be
| ooking for, assistance with business

pl anni ng, capital access as the topic for
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t oday, and be shown a list of resource
providers that they can directly connect with
to be able to assist wth those needs. So we
will plan to invite all of you to that soft

| aunch to be able to kind of wal k through that
tool and make sure that you can see what's
being built there before we go fully live, but
| did want to make everyone here aware of
that. And we've been working with Lindsay at
the Secretary of State's Ofice as well to be
engaged in that process. The full Secretary
of State's Ofice is a very key place that we

made sure that all of those --

MS. CLARKE:
Wll, |I'mhappy to hear.
MS. HARTMAN:
And so with that, | do want to go ahead

and ask Chris Cassagne to cone up and give
sone updates for the LED G owth Network and
sone of the programm ng that we have recently
gone through and have upcom ng for second
st age conpani es.
MR, CASSAG\E:

"Il try to do ny part and focus on the

key itens and try to get out of here on tine.
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So Chris Cassagne, Assistant Director, Small
Busi ness LED. The historic of our high growth
activities, LED G owth Network progranm ng,
and for those of you who m ght not be
famliar, that's a suite of services designed
to accelerate the growth of our second stage
smal | business conmmunity here in Louisiana,
and it was recognized in 2021 by the

| nt ernati onal Econom ¢ Devel opnent Counci |
with the Gold Award in the Entrepreneurship
category. Today, there are about 600
conpani es that are part of that are part of
that network that enploy over 21,000 full-tinme
equi val ent enpl oyees and generate in excess of
$4 billon in annual sales each year. So |'l]I
try and catch y'all up to speed real quick
since our last neeting in February, so |'l]
run through the cal endar.

Starting in April, we had 10 conpani es
that were recogni zed as Loui siana G owh
Leaders. That's our fourth class of Louisiana
Growm h Leaders of conpanies that were at our
2022 Spotlight Louisiana event that was held
in April. The way that works is 15

organi zations that are the panel nenber
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organi zati ons eval uate conpani es on a nunber
of different criteria, including growh,
strategy, innovations, conpany culture and

| eader shi p, innovation and phil ant hropy as
wel | as other intangibles and sel ect the

awar dees this year. W did have our inaugural
Loui siana G owm h Leader Legend award that in
the past growth | eaders from 2019, 2020, and
2021 were eligible to apply for. W've got a
2023 Spotlight Louisiana event planned in our
application period for the 2023 cl ass of

Loui siana G owh Leaders wll open up on

Oct ober 1st of this year.

Al so, noteworthy at this year's Spotlight
event, the Departnent was recogni zed by the
Edward Lowe Foundation. That's a nati onal
nonprofit organi zati on based in M chi gan.
Therefore, the trustees actually cane down to
Loui siana to attend the Spotlight event and
presented the Departnment with their first ever
founders award and recogni zed us as basically
a national best practice related to second
st age busi ness support. The award itself was
a statute of a Golden Cat, which was a

nmet aphor that the |ate Edward Lowe, who was
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the inventor of Kitty Litter and Tidy Cats
used as a netaphor to synbolize excell ence and
ease of the businesses quite often.

In May, we | aunched our second annual
Rural Entrepreneurship initiative. Ten
conpani es participated in that. It's a
conprehensive initiative that consist of a
virtual retreat and three nonthly roundtable
nmeetings. And all of those conpani es went
t hrough their own custom zed strategic
research engagenent as well.

I n June, we graduated 66 conpani es that
conpl eted Fiscal Year 2022, their yearlong CEO
Roundt abl e experinments and they were reported
at creating 294 jobs throughout their yearlong
journey. W've got another 80 participants
that cane into the fold in July that just
begun their yearlong experience and in-person
roundt abl es kicking in at Acadi ana, Capital,
Nort hwest, and Sout heast regions as well as a
statewide initiative return on investnent from
t he CEO Roundt abl es program and capital. Each
year, the state gets in excess of al nost
nearly $9 for every $1 that will go into that

program And | do want to recognize Tayl or,
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whose taking over adm nistration of that
program for LED

Ameri can Acadeny of Entrepreneurs, we
| aunched that, our third annual cohort in July
of this year. Sixteen LED G owt h Network
conpani es traveled to that Edward Lowe
Foundation and they went to Mchigan for a
| eadership retreat. W had eight nentors and
nmentees that paired up. And now, they're
engaged in six nonthly one-on-one neetings to
wor k on the scope of work that can help the
conpany.

Next nonth, Septenber 20th through the
22nd, we have our second annual D versity in
Entrepreneurship |aunch, very simlar in
structure to the Rural initiative that | just
expl ai ned. And by the way, we have a couple
of slots. Courtney knows this. Thank you for
the contacts. A couple of slots remaining if
there's anybody that neets the qualifications
that would want to participate in that.

Al'so in Cctober, Angelica, you know this
because you're comng wth us, we have a
| eadership retreat at the Edward Lowe

Foundation call ed Leading a Resilient
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Organi zation. W have 13 conpanies that are
traveling to Mchigan. The programis really
desi gned to chal |l enge busi ness | eaders rel ated
to their managenent practices and expose
participants to strategies and tools to affect
a culture of engagenent and naxim ze their
team's productivity. So we're |ooking forward
to that, Angelica.

And then, finally, we have our ongoi ng
Systemfor Integrated Gowh. That's our
strategic research based program |It's 11
conpanies so far in this Fiscal Year have been
accepted into the program Since inception,
357 conpani es have partici pated and reported
creating over 3,000 new full-tinme equival ent
j obs and i ncreased annual sal es by over $671
mllion. And the State gets in excess of $10
in return for every $1 invested in that
program

Any questions?

MS. DAVI S
WO w.
MR, CASSAG\E:
Thank you.
MS. HARTMAN:
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Thank you, Chris. And the LED G owh
Net wor k bei ng that continuum of support to be
able to provide help for businesses in the
early stages and then as they pass that as
sone nenbers in the roomare very famliar
wWith to provide resources with that growth and
continuing to nove forward.

So before we ask for a notion for
adjournnent, we are a little limted on tine,
| did want to give an opportunity to speak
wi th any of the nenbers that have anything
they want to bring the table. And I kind of
vol unteered Bryan to share. Since our |ast
neeting was February 22nd, | just wanted to
make sure everyone was aware of updates with
the Smal| Busi ness Devel opnent Center and
where you all are currently |l ocated because |
bel i eve we have not fully gone over ownership
and you joining as the Assistant Associate
Director.

MR GREENWOCOD:

So I'mtrying to renenber deadlines. All
right. So LSU is the new |l ead center host
effective February 1 of '22. And for the

first three nonths of that tine period from
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February three nonths in, LSU hired its staff,
| being hired as the State Director, and then
we have the Associate State Director, and then
we hired John as our Finance person, so that
rounds out currently the State office
perspective. So we are a federal, state, and
uni versity partnership. There's one of us in
every state. W have 10 | ocations at
different universities. And right now, our
initiatives are to continue the things that
are happening at the federal level as well as
the state |evel.

So a lot of the things that you heard
based on what LED provides services, we al so
pronote those in buying small businesses. And
our portfolio is to take advantages of all
t hose opportunities. There's no real new
initiative right now because we are at the end
of the federal cycle to start the next cycle
begi nning Cctober 1. And there's no real new
initiative there. Al the old initiatives
conti nue.

| wll say that soon, the Federal Reserve
Systemwi || be sending out a national survey,

credit survey for small businesses. And the
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goal annually is to get a feel for what the
| ending environment is for the entire country
for small business.

So this one is kind of a critical one
because of the fact that say since the
pandem c, there have been a nunber of stimulus
opportunities for small businesses to take
advantage of. However, the challenge is we're
in an uprate market environnent that wll
continue to increase in rates that are going
to cause sone issues, fundanental issues of
cash flow of businesses that have an
adjustable rate facility.

So the partnership with LED will be
sending the survey links out. So if you can
hel p us get the word out, because the Federal
Reserve does special reporting for states that
have nore than a certain nunber of people that
participate in those surveys and it provides a
good wealth of information and understand what
currently the dynamcs are in snall
busi nesses.

So just sonething, you know, there and
we' re avail abl e for one-on-one consultation

with small businesses as well as training
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t hroughout the state. W're easing into the
I n-person world of training, still doing
hybrid and so forth. So | can go on, but ['l]
stop. And if anybody has any questions
afterwards, |'m happy to have a conversati on.
MB. HARTMAN:

| appreciate that. Thank you, Bryan.

MR GREENWOCOD:

You' re wel cone.
MB. HARTMAN:

And | know that | just wanted to
recogni ze because | don't think that we had
the opportunity in the last neeting to
cel ebrate you naki ng Assistant D rector and
that is a partnership we | ook forward to with
LSU.

So any other comments? Yes?

MS. CLARKE:

| think you're going to see in your

emails, | received an email fromthe National

Associ ation of Secretaries of State --

MB. HARTMAN:
Ckay.
MS. CLARKE:

-- and they have put up -- they're
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forwardi ng the guide from CSI SA, the Cyber
Security Informati on and Security Agency and
it's the cyber guide for small business
information, and I'll email that to everybody
when | get back to the office.
M5. HARTMAN:

That sounds excel | ent.
M5. CLARKE:

And it's very to what was referred today
and parallel to that.
VR,  GREENWOOD:

And there's the new guidelines com ng
out. And so any business that's going to do
federal contracting work is going to have to
adhere to further regulatory requirenents that
this is going to help. So it's sonething that
peopl e need to be very aware of what's goi ng
on in the cyber world.

M5. HARTMAN:

And that answers actually one of ny
guestions, are we going to replace the
repository, the general baseline best
practices and al so kind of recomendati ons, so
t hank you.

Any ot her coments?
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MS. DAVI S:

| have a question, if | can get the
slides fromthe presentations?
MS. HARTMAN:

Yes. So | have the slides from both
cyber security presentation as well as the
SSBClI, which SSBCl is in PDF format, but |
have those to distribute to everybody after
t he neeti ng.

M5. DAVI S:

And then one other thing that's
conpletely off topic for anything that we
di scussed today, but it was sonething that |
had brought up | ast year around this tine, and
we're getting into that season agai n,
hurri cane season, | just wanted to bring it
up. I'mnot sure if it's anything that we can
dive into at any point in the future, but just
the fact that during this tinme when there are
hurri canes and federally federal funds are
sent to Louisiana, that those funds, that
there needs to be nore of a focus that those
funds are spent with Louisiana busi nesses.

MS. HARTMAN:

Yeah. So one update on that, | know that
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FEMA was coordi nati ng sone work group neetings
to provide recommendations to the Governor's
O fice on several channels to be able to try
and pronote nore of that fromboth an equity
standpoint as well as a localized standpoi nt
of doing nore procurenent with Louisiana based
busi nesses. And it --
MS. DAVI S:

It starts fromthe top when a project is

funded that it starts with a | ocal --

MS. HARTMAN:
Ri ght .
MS. DAVI S:
-- not a national, |ike sonme group that

cones from anot her state because you're nore
likely to have those funds spent with
busi nesses in the state if we're not giving
the funds immediately to an organi zation --
M5. HARTMAN:

Ri ght .
MS. DAVI S:

-- or a business that is not |ocated in
the State of Loui siana.
MS. HARTMAN:

And | think, Courtney, if there are any
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itens that | could provide to that group that
woul d be hel pful, part of that is because the
Governor made an ask for recommendati ons for
them And so if there's anything in
particul ar that you think should be included

in that, we can tal k about what --

MS. DAVI S
Sur e.
MS. HARTMAN:
-- they discussed previously, | would

definitely want to nake sure that that's sent

to the Governor's Ofice as well.

V5. DAVI S:
Thank you.
V5. HARTMAN:

Any ot her coments?

And then | believe, so one thing | did
want to just note, when we neet next tine, and
we'll vet the dates with all of you, we should
probably be able to have -- we did include a
Legi sl ative update fromthis year's session,
but we shoul d hopefully be able to have
presentation from Makesha Judson, who is our
Legislative liaison with things that they see

on the horizon with the upcom ng session. One
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of the other things that | wanted to offer and
just ask the group if you would |ike to have
soneone speak to is in that Legislative
update, you will see that there was new
Legi sl ation passed relative to SBIR and STTR
progranmm ng and fundi ng.

And so | wanted to propose, if you would
li ke to have the authors of the Legislation,
Representative WIllard and Representative
Presl ey and al so LED gi ve sone updates or
notes on what is being planned with that,
okay, and I'll vet that wth everybody
afterwards, but that is just sonething that is
on the horizon. They're working on building
out the inplenentation of that Legislation and
that progranmng, so it may be good timng for
an update with that.

Ckay. Wth that, if there are no other

comrents, I'Il ask for a notion to adjourn.
MS. DAVI S:
Mot i on.
M5. CLARKE:
Second.
MS. HARTMAN:

Al right. Ayes for those will vote to
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adj our n?

(AYES BY ALL)
MS. HARTMAN:

Al right. | believe we wi Il adjourn.
Thank you all for being here with us today and
we appreciate your service with the Council.

(ENDI NG AT 12:10 P.M)
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REPORTER'S CERTI FI CATE
I, KELLY S. PERRIN, a Certified Court

Reporter, Certificate #23035, in good standing with
the State of Louisiana, as the officer before whom
this neeting was taken, do hereby certify that the
foregoi ng 106 pages;

That this testinony was reported by ne in
st enogr aphi ¢ machi ne shorthand by Conputer- A ded
Transcription, transcribed by nme or under ny
personal direction and supervision, and is a true
and correct transcript to the best of ny ability
and under st andi ng;

That the transcript has been prepared in
conpliance with transcript format guidelines
requi red by statute or by rules of the board, that
| have acted in conpliance with the prohibition on
contractual relationships, as defined by Louisiana
Code of CGivil Procedure Article 1434 and in rules
and advi sory opinions of the board; that | am not
of counsel nor related to any person participating
in this cause and amin no way interested in the

outcone of this event.
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This certification is valid only for a
transcri pt acconpanied by ny handwitten or digital

signature and the inmage of ny State-authorized seal

on this page.

Si gned:

KELLY S. PERRI N, CCR

&@Z-Pm
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