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I. INTRODUCTION 
 
This guide is intended for use by all LaGov Security Administrators.  It covers how to complete and 
submit security requests and how to find security related information using LaGov reports. 
 
Security Administrators are granted the SEC ADMIN tab. This tab includes the new Security 
Application, the link to the PDF Security Forms, as well as reports related to Security. 
 

 
 

II. ADMINISTRATION OF POSITION-BASED SECURITY 
 
A. Position-Based Security 
 
All LaGov users will receive position-based permissions, which means their positions will be granted 
display and/or update access to transactions and reports needed to perform their job duties.  Positions 
are assigned one or more job functions, which are made up of security roles, that control the system 
components and transactions they see and can execute, as well as what agency, plant and/or employees 
they can maintain.  The advantage of position-based security is that no action is necessary when one 
employee separates and another is hired into that same position.  Business processes handled by the 
holder of that position can generally continue without interruption. 
 
B. Security Duties and Responsibilities 
 

• Appointing Authority, Undersecretary or appropriate Department Heads 
 

Designates who serve as LaGov Security Administrator - Primary and Alternate, for all LaGov 
designations appropriate for their entity, by submitting the corresponding Sec Admin 
Setup/Change form (see list below). If necessary to reassign this responsibility, promptly submit 
same form with updated information so LaGov Security Team can inactivate/activate their ID. 
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 ISF061  HCM/LSO Security Administrator 
    
 LSF062   FINANCIAL & LOGISTICS Security Administrator 
 

LSF063  STATEWIDE ACCESS Security Administrator   
 

These forms are available in LEO under My Work > Publications > LaGov Publications/Forms. 
Please email completed forms to _DOA-OTS-LAGOV-USERADMIN@la.gov. 
 

 
 

• Agency LaGov Security Administrator 
 
Responsible for submitting all agency LaGov security requests/questions.  Analyzes potential 
impact of all security-related requests.  Submits position security additions through the online 
Security Application and security removals through the PDF Security Forms. The Security 
Application is available via LEO > SEC ADMIN > Security Request Application. The Security 
Forms are available via LEO > SEC ADMIN >Security Request Forms. The Security 
Application limits them to only the security roles that correspond to the area(s) of LaGov for 
which they were designated to serve as Agency Security Administrator. The Security Request 
Forms link limits them to only the forms that correspond to the area(s) of LaGov for which they 
were designated to serve as Agency Security Administrator.  Retains signed copies of all 
Security Forms submitted in the event that position access is questioned/audited. 
 

• LaGov Security Administration Team 
 
Accepts security requests from Primary or Alternate Security Administrator.  Processes security 
administrator setup forms for requesting agency as these assignments are received.  Processes 
security removals sent by Agency Security Administrator via the Security Forms. Will also 
manually process security attachments to positions in the event the Security Application cannot. 
Responds to inquiries from LaGov Security Administrators.    
 

http://wwwprd.doa.louisiana.gov/portal/forms/isf061.pdf
http://wwwprd.doa.louisiana.gov/portal/forms/lsf062.pdf
http://wwwprd.doa.louisiana.gov/portal/forms/lsf063.pdf
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C. LaGov Position Security Guidelines 
 

• LaGov security does not transfer from position to position with the User ID.  When an 
employee is promoted or moves to a different position, but should continue to have the same 
security access, the agency LaGov Security Administrator should submit a request to attach the 
security permissions to the new position.  When an employee transfers into a position, that 
employee will automatically inherit any security already established on that position.  It is 
important for the Security Administrator to be aware of this situation and have the security 
adjusted according to the needs of the employee/agency.   

 
• It is the agency’s responsibility to submit a request to remove security when a position no 

longer needs permissions attached.  This would be whenever the holder of the position will not 
have assigned duties to work in LaGov.  The auditors expect this to be done in a timely manner. 
 

• Audit warning:  Auditors expect security access to be limited to a business need only and may 
consider certain permission combinations to be incompatible. 

 
III. LAGOV SECURITY REPORTS 

 
PRIOR to requesting any changes to a position’s security, Administrators should verify what job 
functions/roles already exist on the position. Reports are available under LEO > SEC ADMIN for this 
purpose. These reports can also be run from the Core Component-ECC tab in the LaGov ERP portal 
using the transaction code.   
 
A. Job Function Report (Z290A)  
Report Name:  Job Function Report - Agency  
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This report outputs LaGov Job Function master data. This report can be especially helpful to determine 
what type of Security Administrator can request a specific Job Function be added to a position, as well 
as what other Job Functions (if any) are also given in conjunction with a Job Function you have 
requested. For example, most FI (Financial) Job Functions when requested will also result in the 
position being given FI01 – Finance Display and LO-01 – Logistics Display as well.  
 
B. Job Function Security Report (ZP309A)  
Report Name:  Position Job Function Security  
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This report will tell you what Job Functions (and included Job Functions) exist on each position. If 
Report option = Show Positions without JF is selected, it will instead show you all positions in 
personnel area designated that have no LaGov Job Function security at all. 
 
C. ZS05 – Roles on User ID 
Report Name: Personnel Security Report 
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This report displays all the roles attached to a User ID. 
 
D. ZS06 – Roles on Position 
Report Name: Position Security Report 
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This report displays all the Security roles attached to a position. 
 
E. ZS35 – Job Function Lookup 
Report Name: Job Function Lookup 
 

 
 
This report should only be run for specific personnel areas and should not be run wide open or it might 
give faulty data output. 
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This report displays what Job Functions include a particular transaction. It should only be run for 
specific personnel areas and transactions. It should not be run wide open (*) or it may display incorrect 
data output. 
 

IV. LAGOV SECURITY REQUEST APPLICATION 
 
An online Security Request Application has been developed in LaGov to replace the PDF Security 
Request Forms. In this application, Security Administrators will enter their change requests directly 
into the LaGov system instead of submitting a PDF Form.  
 
Please note that the Security Application is currently only for adding Security to positions. 
Requests to remove position security and all security requests for H IDs will still have to be made 
via the PDF Security Forms. 
 
The Security Request Application is available via LEO > SEC ADMIN > Security Request 
Application. 
 

 
 
Click the Position# field to access the position search.  
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Enter or select the appropriate position. 
 

 
 
Click the + Add Job Function button to access the job function search. 
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Select the appropriate job function. 
 

 
 
Click the Access To field to choose the appropriate agency or personnel area(s). 
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Select the appropriate agency or personnel area(s). 
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Click the Submit button to submit the request. Note the Ticket Number generated after submission. 
 

 
 
Below is a link to a step-by-step Training Video on how to use the Security Application, as well as the 
Report Descriptors for ZP309A, ZP290A and ZS35. 
 
https://wwwprd.doa.louisiana.gov/LaGov/LaGov_ERP_Main/Security_Request_System/SRS_HelpHo
me.html 
 

V. LAGOV SECURITY REQUEST FORMS 
 

https://wwwprd.doa.louisiana.gov/LaGov/LaGov_ERP_Main/Security_Request_System/SRS_HelpHome.html
https://wwwprd.doa.louisiana.gov/LaGov/LaGov_ERP_Main/Security_Request_System/SRS_HelpHome.html
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The Security Request Application is currently only for adding Security to positions. Requests to 
remove position security and all security requests for H IDs will still have to be made via the PDF 
Security Forms. 
 
A. Form Access 
 

• All LaGov Security Administrators are assigned unique identifiers in ZP200.   
• These values identify which security forms are available to each security administrator 
• The forms are only available through LEO>SEC ADMIN>Security Request Forms 

 
Note:  All pop-up blockers must be turned off for the system to work properly.  

 
B. Sign-on Instructions for accessing LaGov Security Request Forms 
 

• Log into your LEO account. 
 

• Click on the SEC ADMIN tab. On the left hand navigation panel, there will be an option for 
Security Request Forms.  

    

 
 
 

• Clicking this link will display a menu of form options for the agency Security Administrator. 
 

C. Main Menu for LaGov Security Administrators  
• Click on the form you would like to access. 
• The image below is an example that represents the screen for a user ID that has permissions to 

certain forms. Users will only see links for the forms they have authority to submit. 
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D. General Instructions for Using LaGov Security Forms 
 
It is recommended that Security Administrators look at the actual forms in the LEO>SEC 
ADMIN>Security Request Forms while reading this section on forms. 
 

• Common to All Forms: 
Position Number Must always be included, as security is added to a position not a 

person. 
 
Personnel Area Position belongs to this personnel area. 
 
Add Adds selected security to the position. Any existing security on 

the position governed by the form will remain intact. 
 
Remove Removes selected security from the position.  If no job functions 

are selected, then all job functions related to the form will be 
removed. 

 
Start Date The beginning date for the permissions requested. 
 
End Date The ending date for the permissions requested. If security is to be 

temporary, then provide an appropriate end date, else a default 
end date of 12/31/9999 will be assigned. 

 
• General Fields: 

Job Functions All job functions are identified by radio buttons. In LaGov, 
permissions are grouped into logical sets called job functions.  In 
order to request the correct security for a user, it is necessary to 
understand what job functions are available, and what job duties 
will be performed by an employee. 

 
Comments Enter comments relevant to the processing of this security 

request. 
 
LaGov Security Enter full name of the Security Administrator. 
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Admin Name 
 
Phone Enter phone number of the Security Administrator. 
 
Email Enter email address of the Security Administrator. 
 

• Push Button:     
Submit Send the Security Request form to LaGov Security Administrator. 
 

• A link to instructions for completing the form is found at the top left of each form. 
 

• The Warning message ‘You must fill in all required fields before submitting.’ will be display 
when a required entry has not been completed. All missing required information must be 
entered before the form can be successfully submitted. 
 

• The agency LaGov Security Administrator/Alternate is required to keep signed copies of all 
LaGov Security forms for future reference and audit purposes.  Upon submittal, a copy of the 
form is emailed to OTS/LaGov for processing and a copy is sent to the agency security 
administrator making the request. 
 

• After a security request has been processed by the LaGov Security Team, the agency LaGov 
Security Administrator/Alternate receives an email notification.   
 
Expected Turnaround:  Two business days (which encompasses time for the nightly security job 
to run which activates/deactivates roles maintained), unless request is processed on Payroll 
Monday.  This is the only day that our security job does not routinely run. 
 

E. LaGov ERP Security Forms 
 
Images of each Security form, as well as the link to detailed descriptions of the Job Functions included, 
will follow.  Again, you may not have access to all forms shown. 
 

LSF001: LaGov Security - Finance & Real Estate 
LSF001 Form Instructions 

https://wwwprd.doa.louisiana.gov/portal/UserAdministration/FormInstructions/LSF001_Instructions.pdf
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LaGov SECURITY ADMINISTRATION User’s Guide  
 

  
      Revised August 2024 Page 17 

 
 

LSF002: LaGov Security - Purchasing, Contract & Inventory 
LSF002 Form Instructions 

https://wwwprd.doa.louisiana.gov/portal/UserAdministration/FormInstructions/LSF002_Instructions.pdf
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LaGov SECURITY ADMINISTRATION User’s Guide  
 

  
      Revised August 2024 Page 19 

LSF003: LaGov Security - Maintenance Operations 
LSF003 Form Instructions 

 
 

https://wwwprd.doa.louisiana.gov/portal/UserAdministration/FormInstructions/LSF003_Instructions.pdf
https://wwwprd.doa.louisiana.gov/portal/UserAdministration/FormInstructions/LSF003_Instructions.pdf
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LSF004: LaGov Security - Project Systems 
LSF004 Form Instructions 

 
 

https://wwwprd.doa.louisiana.gov/portal/UserAdministration/FormInstructions/LSF004_Instructions.pdf
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LSF009: LaGov Security - Real Estate - Right of Way 
LSF009 Form Instructions 

 
 

https://wwwprd.doa.louisiana.gov/portal/UserAdministration/FormInstructions/LSF009_Instructions.pdf
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LSF010: LaGov Security - Waste Tire (DEQ Only) 
LSF010 Form Instructions 

 
 

https://wwwprd.doa.louisiana.gov/portal/UserAdministration/FormInstructions/LSF010_Instructions.pdf
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LSF011: LaGov Security - Budget Development 
LSF011 Form Instructions 

 
 

https://wwwprd.doa.louisiana.gov/portal/UserAdministration/FormInstructions/LSF011_Instructions.pdf
https://wwwprd.doa.louisiana.gov/portal/UserAdministration/FormInstructions/LSF011_Instructions.pdf
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LSF021: LaGov Security - OSB - Building Maintenance Requestor 
LSF021 Form Instructions 

 
 

https://wwwprd.doa.louisiana.gov/portal/UserAdministration/FormInstructions/LSF021_Instructions.pdf
https://wwwprd.doa.louisiana.gov/portal/UserAdministration/FormInstructions/LSF021_Instructions.pdf
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ISF060: LaGov Security - Business Objects 
ISF060 Form Instructions 

 
 

https://wwwprd.doa.louisiana.gov/portal/UserAdministration/FormInstructions/ISF060_Instructions.pdf
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ISF065: LaGov Security - Travel 
ISF065 Form Instructions 

 
 

https://wwwprd.doa.louisiana.gov/portal/UserAdministration/FormInstructions/ISF065_Instructions.pdf
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F. LaGov Statewide Support Security Forms 
 

LSF012: LaGov Security - Statewide Support - OSRAP 
LSF012 Form Instructions 

 

https://wwwprd.doa.louisiana.gov/portal/UserAdministration/FormInstructions/LSF012_Instructions.pdf
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LSF013: LaGov Security - Statewide Support - LPAA 

LSF013 Form Instructions 

 
 

https://wwwprd.doa.louisiana.gov/portal/UserAdministration/FormInstructions/LSF013_Instructions.pdf
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LSF014: LaGov Security - Statewide Support - OSUP 
LSF014 Form Instructions 

 
 

https://wwwprd.doa.louisiana.gov/portal/UserAdministration/FormInstructions/LSF014_Instructions.pdf
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LSF015: LaGov Security - Statewide Support - OSP 
LSF015 Form Instructions 

 

https://wwwprd.doa.louisiana.gov/portal/UserAdministration/FormInstructions/LSF015_Instructions.pdf
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LSF016: LaGov Security - Statewide Support - ORM 

LSF016 Form Instructions 

 

https://wwwprd.doa.louisiana.gov/portal/UserAdministration/FormInstructions/LSF016_Instructions.pdf
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LSF017: LaGov Security - Statewide Support - FPC 

LSF017 Form Instructions 

 
 

https://wwwprd.doa.louisiana.gov/portal/UserAdministration/FormInstructions/LSF017_Instructions.pdf
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LSF018: LaGov Security - Statewide Support - SCS 
LSF018 Form Instructions 

 
 

https://wwwprd.doa.louisiana.gov/portal/UserAdministration/FormInstructions/LSF018_Instructions.pdf
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LSF019: LaGov Security - Statewide Support - Inquiry Only 
LSF019 Form Instructions 

 
 

https://wwwprd.doa.louisiana.gov/portal/UserAdministration/FormInstructions/LSF019_Instructions.pdf
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LSF020: LaGov Security - Statewide Support - Budget 
LSF020 Form Instructions 

 
 

https://wwwprd.doa.louisiana.gov/portal/UserAdministration/FormInstructions/LSF020_Instructions.pdf
https://wwwprd.doa.louisiana.gov/portal/UserAdministration/FormInstructions/LSF020_Instructions.pdf
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LSF022: LaGov Security - Statewide Support - STO 
LSF022 Form Instructions 

 
 

https://wwwprd.doa.louisiana.gov/portal/UserAdministration/FormInstructions/LSF022_Instructions.pdf
https://wwwprd.doa.louisiana.gov/portal/UserAdministration/FormInstructions/LSF022_Instructions.pdf


LaGov SECURITY ADMINISTRATION User’s Guide  
 

  
      Revised August 2024 Page 37 

G. LaGov HCM Security Forms 
ISF048: LaGov Security - HCM / LSO 

ISF048 Form Instructions 
 

 
 

https://wwwprd.doa.louisiana.gov/portal/UserAdministration/FormInstructions/ISF048_Instructions.pdf
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VI. DELIMITATION OF POSITION SECURITY 
 
There are two ways that this can occur. 
 

1. If a position no longer requires permissions in LaGov, the agency LaGov Security 
Administrator Primary or Alternate must send the necessary form(s) to remove the security 
from the position. 

 
2. When an employee vacates a position (through reassignment or separation) and no longer has a 

valid holder relationship to the position, the position security is removed from the User ID.  
This is handled by the nightly security job.  

 
Vacant positions continue to have security relationships attached unless an action as explained in Step 
1 is taken. When a new holder is assigned to a position, the existing security relationships 
automatically become attached to the new holder’s User ID when the nightly security update program 
runs.   
 
If the new holder will perform the same job duties and require the same security permissions, no action 
is necessary.   
 
Agency LaGov Security Administrator Primary and Alternates are responsible for properly maintaining 
LaGov position security.  
 

VII. LAGOV SUPPORT 
 
Agency LaGov Security Administrators can contact the LaGov Help Desk by submitting a Web Ticket. 
  They can assist with questions involving assignment and maintenance of security roles, filling out and 
submitting security requests, which role a specific transaction or screen is in, how to update a security 
administrator designation, employee password maintenance issues and, in general, any question related 
to LaGov security. 
 
A. LaGov Web Ticket 
 
A link to the LaGov Help Desk Ticket can be found under the SEC ADMIN tab. 
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Each time you create a Help Desk Ticket, select  

• System -> LAGOV/LEO 
• Module -> SECURITY 
• Add either the position number or Personnel number affected by this issue 
• Provide Problem Details (Screenshot if applicable) 
• Review and then click SUBMIT 

 

 
 
 
The Help Desk Ticket will be received by the LaGov Help Desk via email and you will be contacted 
during normal business hours, 7:30 to 4:30. 
 
B. Who Do I Contact for Help? link in LEO 
 
So how do agency employees find out who is their LaGov Security Administrator?  They can log into 
LEO and click the “Who do I contact for Help?” link on the LEO Home page. 
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In addition to contacts such as their LEO, Travel, Technical and Training agency contact, employees 
can click this link to see a list of the various types of Agency Security Administrators that have been 
designated for their agency. Some examples are: 
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For each different contact type, the person’s name, email address, and phone number is displayed.  All 
contacts are specific for the agency for whom that employee works.     
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VIII. LAGOV ACCESS 

  
A. LaGov User IDs 

 
• When an employee is added into the system, a User ID is automatically created in LaGov for 

that employee.  This process runs on Monday through Friday night during non-payroll weeks 
and Tuesday through Friday of payroll-week.  During this process, the User ID will be assigned 
permissions that are attached to the position for which the employee is a holder.    

• For new users, it is the responsibility of the agency, typically the Human Resource staff, to look 
up the employee’s new personnel number and give them their User ID.  The personnel number 
can be found through transaction PA20 Display Master Data.  The User ID will consist of the 
personnel number preceded by a “P” followed by sufficient zeros to make a nine-character User 
ID.  

Ex. New employee number is 211234. 
The employee User ID would be P00211234  

• The initial password for a User ID is setup by the employee in LEO password maintenance by 
clicking First Time User? on the LEO home screen.  It is the responsibility of the agency to 
instruct new employees on how to use LEO password maintenance.  For users who have LaGov 
security access, the password set up in LEO will be the password used for all LaGov functions. 

 
 

B. LaGov/LEO Passwords  
 
1. Password Guidelines  

 
Since the ID is assigned to you, keep in mind that your name is associated with all the activity your 
ID performs.  The following list of password guidelines was formulated to help protect you and the 
data you have permission to access. 
 
• A password can only do its job of protecting your identity if you handle it properly.  Thus, you 

should keep your password strictly confidential and you should not share it with others.  
• Avoid writing your password down and leaving it where others might see it.  
• Avoid using easy to guess passwords such as the names of your children, significant other, pets, 

favorite sports teams or religious references. 
 

• Never save a password if prompted by the browser. 
 

• Avoid recycling a group of passwords over and over again. 
 
2. Changing Passwords  
• Your password is valid for 90 days and may be changed as desired through LEO.  After 90 

days, the system will prompt you to replace your expired password.  Access LEO password 
maintenance to change your password by clicking Forgot Password? Locked? on the LEO or 
LaGov ERP home screen.  If the new password does not conform to the guidelines listed in the 
password maintenance application, then the system will display an error message and you must 
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try again.  Once your password is established in LEO, it will also allow you to access the 
LaGov ERP portal. 

 
3. Password Problems  
• After five incorrect attempts to enter the correct password, your User ID will be suspended.  

The unsuccessful attempts are cumulative and need not be one right after the other.  The 
counter for password violations continues tracking attempts until a successful logon takes place. 

 
• If your ID is suspended or you have forgotten your password in LaGov, then you must use 

password maintenance in LEO.  See Changing Passwords. 
 

• If you get a message that your LEO account is disabled in password maintenance, then you 
must contact the LaGov Help Desk.  See Phone information below. 

 
• Upon proper identification, the LaGov Help Desk will remove the lock, reset your personal 

questions, and instruct you to set up a new password in LEO password maintenance.  It is then 
the user’s responsibility to use LEO to set up a new confidential password at the earliest 
possible opportunity. The LaGov system will not allow the user to sign on until he or she 
selects a new password. 

 
• LaGov Help Desk representatives will not assign passwords to a User ID.  It is the user’s 

responsibility to maintain their own password for LaGov and LEO. 
 

• When the user selects a new password in LEO password maintenance, LaGov is updated to 
accept the same password and the LaGov account is unlocked. Employees will always use the 
same User ID and password to log into both LaGov and LEO. 

 
C. LaGov Help Line 

 
The LaGov Help Line should be used by employees to request assistance only once they have been 
unsuccessful resolving their problem using LaGov’s self-service password maintenance application.   
LaGov Help Line:  225-219-6900 Option 2   
Calls are returned Monday thru Friday, excluding holidays, from 7:30 to 4:30.   
 
For Forgotten Password or Locked ID issues, select Option 2.  Callers are then given an opportunity to 
leave a voice mail.  Be sure to leave your Name, Personnel Number, Phone number and the nature of 
your issue.  A LaGov Help Desk representative will return the call.   
 
Click to access the LaGov ERP/LEO Logon On Assistance Quick Reference Card for more 
information. 
 

http://wwwprd.doa.louisiana.gov/lagov/quickref/Password_Logon_View.pdf
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