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l. INTRODUCTION

This guide is intended for use by all LaGov Security Administrators. It covers how to complete and
submit security requests and how to find security related information using LaGov reports.

Security Administrators are granted the SEC ADMIN tab. This tab includes the new Security
Application, the link to the PDF Security Forms, as well as reports related to Security.

LEQ Louisiana Employees Online

1 Forward ¥

Home LaGov Appz My Info My Time SuccessFactors My Benefits My Training My Work Legacy Training Reports m Help Admin

SEC ADMIN  eProc Security Admins only ~ Help Desk Ticket

SEC ADMIN = SEC ADMIN
Security Request Applicafion

SeciiER R Select a link from the Detailed Navigation section on your left.
Securty Ticket Detail(FOF)

Security Ticket Search

IF290A - Job Funcfion Detail

IP309A - Job Funcfion Security Report
I505 - Roles on User ID

1506 - Roles on Fosifion

1535 - Job Function Lookup

II.  ADMINISTRATION OF POSITION-BASED SECURITY

A. Position-Based Security

All LaGov users will receive position-based permissions, which means their positions will be granted
display and/or update access to transactions and reports needed to perform their job duties. Positions
are assigned one or more job functions, which are made up of security roles, that control the system
components and transactions they see and can execute, as well as what agency, plant and/or employees
they can maintain. The advantage of position-based security is that no action is necessary when one
employee separates and another is hired into that same position. Business processes handled by the
holder of that position can generally continue without interruption.

B. Security Duties and Responsibilities

e Appointing Authority, Undersecretary or appropriate Department Heads

Designates who serve as LaGov Security Administrator - Primary and Alternate, for all LaGov
designations appropriate for their entity, by submitting the corresponding Sec Admin
Setup/Change form (see list below). If necessary to reassign this responsibility, promptly submit
same form with updated information so LaGov Security Team can inactivate/activate their 1D.
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ISF061 HCM/LSO Security Administrator
LSF062 FINANCIAL & LOGISTICS Security Administrator
LSF063 STATEWIDE ACCESS Security Administrator

These forms are available in LEO under My Work > Publications > LaGov Publications/Forms.
Please email completed forms to _DOA-OTS-LAGOV-USERADMIN@Ila.gov.

My Work = Publications = LaGov Publications/Forms

1518 Publicafions /Forms

LaGov Publications/Forms

Security Guide

LaGov Security Administration

Forms for Designation of Security Administrators

Human Capital Management/Learning Solution PDF Word
- ——— el r
ISFO61 LaGov HCM - Security Administrator E I@
ERP PDF Word
O = >
LSFO&2 LaGov ERP - Financial & Logistics Security Administrator 'E I{E@
. s = o =
LSF063 LaGov ERP - Statewide Access Security I;@

. Agency LaGov Security Administrator

Responsible for submitting all agency LaGov security requests/questions. Analyzes potential
impact of all security-related requests. Submits position security additions through the online
Security Application and security removals through the PDF Security Forms. The Security
Application is available via LEO > SEC ADMIN > Security Request Application. The Security
Forms are available via LEO > SEC ADMIN >Security Request Forms. The Security
Application limits them to only the security roles that correspond to the area(s) of LaGov for
which they were designated to serve as Agency Security Administrator. The Security Request
Forms link limits them to only the forms that correspond to the area(s) of LaGov for which they
were designated to serve as Agency Security Administrator. Retains signed copies of all
Security Forms submitted in the event that position access is questioned/audited.

. LaGov Security Administration Team

Accepts security requests from Primary or Alternate Security Administrator. Processes security
administrator setup forms for requesting agency as these assignments are received. Processes
security removals sent by Agency Security Administrator via the Security Forms. Will also
manually process security attachments to positions in the event the Security Application cannot.
Responds to inquiries from LaGov Security Administrators.
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C. LaGov Position Security Guidelines

e LaGov security does not transfer from position to position with the User ID. When an
employee is promoted or moves to a different position, but should continue to have the same
security access, the agency LaGov Security Administrator should submit a request to attach the
security permissions to the new position. When an employee transfers into a position, that
employee will automatically inherit any security already established on that position. It is
important for the Security Administrator to be aware of this situation and have the security
adjusted according to the needs of the employee/agency.

e It is the agency’s responsibility to submit a request to remove security when a position no
longer needs permissions attached. This would be whenever the holder of the position will not
have assigned duties to work in LaGov. The auditors expect this to be done in a timely manner.

e Audit warning: Auditors expect security access to be limited to a business need only and may
consider certain permission combinations to be incompatible.

I11. LAGOV SECURITY REPORTS

PRIOR to requesting any changes to a position’s security, Administrators should verify what job
functions/roles already exist on the position. Reports are available under LEO > SEC ADMIN for this
purpose. These reports can also be run from the Core Component-ECC tab in the LaGov ERP portal
using the transaction code.

A. Job Function Report (Z290A)
Report Name: Job Function Report - Agency

Job Function Report — Agency

Menu L | Sawve as Variant... Back Exit Cancel System Execute Get Variant...

Selection Criteria
Start Date

Object type ZF

Chject ID

bbb &

CObject Abbreviation

Sec Admin Type

Select Display Variant

ALV Display Vanant
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Job Function Report - Agency

ot Fier || Print Priveew || Local File Chang Layoat

Soacilayout | Sove Loyout (Curment number of rows || Page Break Set

e v 4| Back | Ext || Cancel || Sysiom Deeaiz | Seiect/Al || Desclet Al Sortin Azcending Order | Sort in Descending Qrder
STATE OF LOUISIANA
Report Name: TP290A Job Fumetion Repan - Agency

Report Date & Time: 05102023 095537

Ty Cbjecttest ™ Object Name: “JFTie Sufn  Admbpe  SecAdmin Description Sat Rokes
[0 | Fnacal nggy Crly AGCY DEFT 03 LAGOVSECURITY PROJ SYSTEM - FRIMARY YF1_DISPLAY (FHO1AS
G4 LAGOV SECURITY PROJ SYSTEM - ALTERNATE YLO_DISPLAY L0014)
05 LAGOVSECURITY FNANCEREALESTPRIMARY 25 USER
0 LAGOV SECURITY FNANCEREALEST-ALT 2 PORTAL BW
O LAGOVSECURITY PROCURNNTINVEN SRIMARY
0 LAGOVSECURITY FROCURMNTINVEN ALTERNATE
08 LAGOV SECURTY MANTENANCE PRIVARY
W) LAGOVSECURITY MANTENANGE ALTERNATE

et Role Descripbion

Finance Display Role {2 Fuschon placshokder)

Logishes Deplay Roke (Job Funchon plecebukin)
Gemtal Autherizabions givem o 2l R ws

LEQ Portal ok for BW

wal  Plaks  Address Cs

This report outputs LaGov Job Function master data. This report can be especially helpful to determine
what type of Security Administrator can request a specific Job Function be added to a position, as well
as what other Job Functions (if any) are also given in conjunction with a Job Function you have
requested. For example, most FI (Financial) Job Functions when requested will also result in the

position being given FIO1 — Finance Display and LO-01 — Logistics Display as well.

B. Job Function Security Report (ZP309A)
Report Name: Position Job Function Security

Position Job Function Security

Menu , w | 4 | Save as Variant... || Back || Exit || Cancel || System , Execute || Get Variant...

Date Parameter
s Today

Other Date

Selection Criteria

Personnel Area = = to s
Position to g
Personnel Number to g
Job Function to e g

Additional Selection Criteria

Show Fositions without JF

Selection Display Variant

ALV Display Varant
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Position Job Function Security

Manu ~ o | Back || Exi || Cancel | System | | Detaly | SelectAb || DessieciAl || Sorin Ascending Order || Sort in Descending Onder || Sat Fiter || Prind Proview || Locai Fie | ChanpeLmyoul || Select Layout || Save Layout || Cuseet number of rows | Prge Bmak Set

STATE OF LOUISIANA
| Repart Nama: ZPI05A Poskion Job Funcion Seeurty
Report Date & Time: 05/102023 10:07.22
| Mool Positions: 1
| Yellow Muhiple holders

| Blus Includad Job Functions
Groen Diushile chick 10 sue SFM appiovers

T PAes * ° Ponlion Hols Last Nama HeMar Fitgt Narmd Porsd No H Bdate Job Fusction Texd * Job Functon No * Acoess To FRoke JF Saste F End Date Last Logan
_MW I 387 ROBERSON JUOUADA 8451 0TS AF Accounts Payabie Blanager - Fost AP DOA-ALL IFI_AP_INVFST_DOA-ALL OT0a T 12315000 VSMI023
RODERSON JUBUADA D451 OTIDRS AP Vandor inveice Precesser - Park AP-10 DOAALL  ZFIAP INVPRK_EOA-ALL DTONZI  1201SESR  OSULINR)

ROBERSON JUGLADSA 8251 0702018 Business Otyects 8001 DOAOFSS  T8i_BO_AUTH_DOA-OFES 1232003 12319999 A0y

ROBERSON JUGUADA 8451 OTHOA2015 DOAGEP  TRI_BO_AUTH_DOA-OSP W0 12315999 OSZ023

ROBERSON JUDUADA ST QTO201S CM Imprast Azcoust Prozassse 05 DOAALL IFI_CM_IAP_DOA-ALL TN 12319009 0502023

ROBERSON JUOUADA B451 ofrezors Finanasl ingary Oney Fr01A DOA-ALL YFI_DISPLAY_DOA-ALL s ipEs 123175889 oSy

ROBERSON JUGUADA 8451 gindRNs GL Documgnt Processor - Post GLDe DOAALL ZFI_GL_PHDP_DOA-ALL oo 127319999 0502023

ROBERSON JUQUADA BAS1 OTHI0TS Ingeary Ony HOM-OT a5 THR_INC_DE15 DEDGI0I6 131N OSMI023

RODERSSH JUGUADA 1451 0TS 08 ZHR_ING_DB0E DSITN5  1IISEES  DSIR0R

ROBERSON JUGUADA 2481 OTIIO2018 a8 ZMR_ING_0668 05232008 1530099 0ST2023

ROBEREON JUGUADA 8451 OTHO2015 o500 ZHR_ING_0103 05230005 123159099 ASH023

ROBERSON JUOUADA BA51 0THO01S om THR_ING_0HD1 D53005 12718000 DE0I023

ROBERSON JUOUADA B451 0FN0RMS 010y IHR_ING_0103 0523005 TansEees o50N2023

ROBERSON JUCUADA BASY 002015 05 ZHR_ING_0T05 05232005 1319999 OS2023

ROBERSON JUOUADS RES1 0TI o7 THR_ING_0MT 0TIT005 12315908 ASE023

RODERSON JUOUADA ST THOT01S ane IHR_ING_D110 O4IRT008 127315008 SSM2023

ROBERSON JUGUADA B451 0T0R01S s IHR_ING_0255 0523005 1203175989 Ll rarra ]

ROBERSON JUGUADA B89 OPHA20HE LAl ZHR_ING_ 0116 OIS0 0MO1E023

ROBERSON JUQUADA BAS1 QTS o0z THR_ING_0102 OTOL008 12319068 OSM023

RODERFCN JUGUADA DS OTII01E ana ZHR_NG_01a o 12Neee el

ROBERSON JUOUADA B481 OTIIO2018 e ZMR_ING_0114 2008 1319999 oST2023

This report will tell you what Job Functions (and included Job Functions) exist on each position. If
Report option = Show Positions without JF is selected, it will instead show you all positions in
personnel area designated that have no LaGov Job Function security at all.

C. ZS05 - Roles on User ID
Report Name: Personnel Security Report

Personnel Security Report

| Menu | v | 4 | Save as Variant _ || Back || Exit [ Cancel || System ,| | | Execute _' Get Variant. .

Date Criteria
- Today
Other Date

Selection Criteria

Personnel area = {o [ If? [
Personnel Number to 5> _
H Object number to _|.5> [
Position to ﬁ
Employment status 3 to ﬁ .
Security Roles to 5>

Quiput Users, no roles

Display

Layout
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Personnel Security Report

Wany

v 4 | meck | ©t || conesl || Systam

STATE OF LOUISIANA IS1S HR
508 Parsannal Security Rapes

Rapart i0): Z508
Report Date & Time: 05/10/2023 10.16.42

% Perares " Paesa Last neme Pt mams Status (0]

o187

DON0R4ST RODERSON JUCUADA 3 A POOORLST
ROBERSONUGUADA  SAgwe 100008451
ROBERSON JUGUADA. JAcwe FO000645T
ROBERSON JUGUADA I Actva FO0008851
ROBERSON JUGUADA Acwe  POOMSLST
ROBERSON JUSUADA ER PODMOEEST
ROBERSON JUCLUADA 3 Actve FODOOSEST
ROBERSON JUDLIADA 3 Amwe PODXOREST
RODERSON JUSUADA 1 Ackn POOKELST
ROBERSON JUCUADA JActve FO0008451
ROBERSONJUGUADA  Bacwe  PO0D8SET
ROBERSON JUGUADA. IAcme POOSIGLLY
ROBERSON JUQUADA  3JAcwe  PODDIGSST
ROBERSON JUGUADA 3 Acown PODNOA45T
ROBERSON JUSUADA 3 Ace FODMELST
ROMERSON JUDUADA 3 Amwa PODXORLST
RODERSON JUGUADA  JAcwe  POONS4ST
ROBERSON JUGUADA JAcve POOM0BE5T
ROBERSON JUCUADA A FO0008257
ROBERSON JUGUADA e POON0GLST
ROBERSON JUQUADA IAcive FOOMG45T
ROBERSONJUGUADA  3Ace  FOO0GEST

RORERSON JUCUADA 3Acwe  FOODOREST
T

Dutas || Salect A8 | Desainct A1

Roia
WFI_DISPLAY_DOA-ALL
FLO_ISPLAY_DOA-SAL
ZBI_BO_AUTH_DOA-OFSS
2B1_80_AUTH_DOA-DER
21N DISP_DOAML
ZFI_AP_DR3F_DOWALL
TFI_AF_INVFRE,_DOA-ALL
TFI_AP_INVPET_DOA-ALL
IFI_AR_DISP_DOA-ALL
ZFI_CM_IAP_DOAALL
IA_CO_DISP_DOR-ALL
ZE1_FM_DRSP_DOAALL
2F1_GL_DUSP_DOAMLL
ZF1_GL_FKDF_DOAALL
TFI_GM_DESP_DOA-ALL
TFLIAT_AUYERPRE_DOA-ALL
ZRI_IAT_DUYERPST_DOA-ALL
ZF1_PS_DISP_DORALL
IF1_RE_DIEP_DOAALL
2FI_TV_REFT_n1o7
26TV REFT_DOMALL
ZHR_INO_F100

THR_ING 101

Setin

Smart Finia Dascription

Fineeic Display Tt DOA-ALL Agncies
Logcs Dipy for DOA-ALL Agenchs
B0 DOA-OF &5 Oice of

g SetFier | Total | Primt Praview | Lacal File.

: DOA-OSE Of ]
Asget Actounting - Dispia for Agancy DOA-ALL
Accounts Payabie - Dispimy for Agancy DOAALL
Acconts Payabie - Imuics Park for Agancy DOAALL
Arcacris Payahié - Invoice Post far Agancy D0A-ALL
Acceunts Recsaabie - Displey Tor Pt DOA-ALL
= fot Agency DOAALL

Contoting - Depldy for Agency DORALL
Funas Managemest . Disgaty 1or AQancy DOA-ALL
Genaral Ledger - Display for Agency DOAALL

enomi Lodgar - FI {F1) for Agancy
Geants Manageman - Desplay 10r Agency DOW-ALL

VAT Irar Agancy Transtas - Buyar - PRek for Aganey DOA-ALL

IAT Irvher Agency Transher - Duyer - AgpravePo for Agency DOA-ALL
Fiopct Systams - Preject Dl tor Agency DOAALL

P Extane - Dispiay Tov Agency DOA-ALL

Traval Reports Foda oe PA 0507

Traval Reports Ao for Agancy DOAALL

Inquiry Dinfy Aol for Agancy 7100

Ingury Dnly Rok for Agancy 0101

This report displays all the roles attached to a User ID.

D. ZS06 — Roles on Position
Report Name: Position Security Report

Position Security Report
' Menu :|

Date Parameter

+  Today

Other Date

Selection Criteria

Company Code

Personnel area

Position

Personnel Number

Include Selection Roles

Exclude Selection Roles
Output positions, no roles

Show Roles on User IDs

Select Display Variant

Layout

Changa Layout. | Sesect Lagoot || Save Layeu

Assign

ERERPEEPRPEREERPEEERERPRE FBEERE

Position Pesitien Shost Tred
ACCOUMTANT MANAGE
ACCOUNTANT MANAGE
ACCOUNTRNT MANAGE
ACCOUNTAMT MANAGE
ACCOUNTANT MANAGE.
ACTOUNTANT MANAGE
ACCOUNTANT MANAGE
ACCOUMTANT MANAGE
ATCOUNTANT MANADE
ACCOUNTRNT MANADE
ACCOUNTANT MANAGE
ACCOUNTANT MANAGE
ACCOUNTANT MANAGE
ACCOUNTANT MANAGE
ACCOUNTANT MANAGE
ACCOUMTANT MANAGE
ACCOUNTANT MANAGE
ACCOUNTANT MANAGE
ACCOUNTANT MANAGE
ACCOUNTANT MANAGE
ACCOUNTANT MANAGE
ACCOUNTANT MANAGE
ACCOUNTANT MANAGE

EEEHBEEEEEEEHREEERERERBE B

Currant sumbsr of 1w

Faga iraak 53t

Lock Last Logen

&

EIpiRie PR LR R R IR P PR R

L R
5o
L= s )
050023
052023
0SOL023
050G033
0500033
050023
50N
0501023
05012023
05012023
050023
0SOLT023
050033
0512023
ONOVZOZY
05TLI023
0501203
052023
05017023
050023

v 4 | saveas Variant.. || Back | Exit || Cancel | System | || Execute || Get Variant...

DIEIRIEIRIEY
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Position Security Report

Mens w4 | Baek || Bt || concer || gystem | | | Detas || Beectan | Detelectan || S in Atcenang Orsar || Somin Dascending Oedar | SetFimer || Totol || Busentais || Pentreview || Local Fae || Change Layeut || Sessct Layeut || Save Laysut || Currant sumsat o rows | 3

| STATE OF LOUISIANA ISIS HR

| Reponil: 2506 Position Security Repon

| Repon Date & Time: 05/10/2023 10:18.33

| A ot ate: 15107202

|

| CoCoge FA " Funcinges  Aob Fencion = Position Sacurty el Short ol Descristion start Datn End Datn * ForNo Huder S HoderEsd  Last name Frstname

o0i0 0107 362 ZHR_REPT.0102 i Rept ol tor EAS & inquiy Crly usess i Agency 0162 0TONZ0E  12iseed 451 12731999  ROEERSONJUCUADA %
o010 ZHR_AEFT_0103 Pt Foep roin far EAS & inqusy Gy usors i Agency 0103 05737005 12009599 12319955 ROEERSON JUGUADA
0010 ZHR_REFT_0105 Pkt Forpt roio Yor EAS & inguay Only Users i Agoncy 0105 05232005 12319599 0TS 133999 ROBERSON JUCUADA
o ZHR REFT_0107 Pkt Fotpt roin for EA & inqury Only users v Agescy 0107 05737005 12518999 07A0ENS 123199%  ROBERSON JUCUADA
oo ZHR_AEFT_0110 Faid Rept foi for EAS & inquiry Coly usess i Agoacy 0110 DSIBZI0E 12NN 0TS 12319959 ROBERSON JUGUADA
0010 ZHR_REFT_0113 ikt Pyt foin Sor EA & inquay Oy usess i Agoncy 0113 oTONI008 1ROURE9Y 070 1231999 ROBERSON JUGUADHA
0010 ZHR_REPT 0114 Pakd Reot ro for EAs & inguiry Crly users in Agency 0114 OTOI008 12090 07102015 15319995 ROBERSOM JUGUADA
0010 ZHR_REPT_0118 st Fivpt roie for EAs & inquiny Only users i Agency 0116 L I 0TS 153G ROBERSON JUCUADA
0010 ZHRAEFT_ 0250 Faxd Rapt ok for EAs & inquiry Only users i Agoncy 0258 0NIIR005 1239999 0THEHE 12316995 ROBERSON JUGUADA
o0 ZHR_REPT_ 0853 P Foapt rolg fr EAs & inguiry Oy users i Agency D853 05230005 12315999 BIHENE LEE ROBERSON JUGLIADA
0010 ZHR_REFT 0846 Paid Rapt role for EAS & nguiry Only usess i Agency 0656 05232005 129 OTHMEIES 12 ROBERSON JUGUADA
o010 2HR_REFT_0815 Paid Rt roie for EAs & inguiry Onfy users i Agency (415 DRREIE 12319948 OTI0ENES 12319985 ROBERSON JUGUADA
0010 ZHR_AEFT_0906 Fard Forpt roie for EAs & ingury Only users in Agency 0306 023005 1235899 071025 10 ROBERSON JUCUADA
0010 2L0_BAM DIES Supglor Feiabonsnip Masagement - Dispiay Only 05272014 12349509 Ll 12319058 ROBERSON JUGUADA
0010 28 _USER Genoral Autnorizations given % ol A7) wsers 05232005 12315990 0TS 1N ROBERSON JUGUADA
0010 Z_FOATAL_BW LEQ Portal Rioke for BW 2Nt 1299 OT0ENE 125319995 ROBERSON JUGLADA
0010 Z_PORTAL_LEOMSE 0187 LEQ Fortat Rofe with M&S Permissions 1o Agency 0107 02062005 12519999 0702015 153159 ROBERSON JUGUADA
{131] 2_PORTAL_SRAM LEQ Portat Rioie for SRM 08272018 12315999 OIS 1531904 ROBERSON JUGLADA
0010 ZPOATAL DMIN_ADVT 102 . Travel Advanced 1 Flole for PA D102 {LAGOV) 0BG 123 OTMEIES 12 ROEERSON JUGUADA
0010 Z_POATAL_TRAVELADMIN_ADVI_010T  Travel Aoministrator Advancad 1 Role for P 0147 {LAGEN) 0SIAZ0E 12319509 0TS 123908 ROBERSON JUGUADA
o0 Z_POATAL_TRAVELADHMIN_ ADVI_0800  Travel Acminssirator Advanced 1 Rolo for PA 0630 {LAGEV) DBMBZ0IE 120U aT0Ens 1095 ROBERSON JUCUADA
o010 2_POATAL_TRAVELADMIN_ADV_0808  Travel Administrator Advancod 1 Rolo for Pk 0506 {LAGEA) DBABZME 42319500 0710205 12310005 ROBERSON JUGUADA
o010 2_PORTAL_TRAVELADMIN_ADVI_ 0807 Trawsl Adminstrator Advancad 1 Rk far P 0BT (LAGOV) OBMBE01S 12319000 07102015 NGOV ROBERGON JUCUADA

This report displays all the Security roles attached to a position.

E. ZS35 - Job Function Lookup
Report Name: Job Function Lookup

Job Function Lookup

| Menu ‘| v 4 Save as Variant... || Back || Exit || Cancel || System ' | Execule |
Selection Criteria
Personnel Area 0107 to | =

Transaction Code |:3"1IG'31 ul

5]

Output Display Selection

Layout

This report should only be run for specific personnel areas and should not be run wide open or it might
give faulty data output.
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Job Function Lockup

STATE

Repart 10: 535 Job Fun

This report displays what Job Functions include a particular transaction. It should only be run for
specific personnel areas and transactions. It should not be run wide open (*) or it may display incorrect
data output.

IV. LAGOV SECURITY REQUEST APPLICATION

An online Security Request Application has been developed in LaGov to replace the PDF Security
Request Forms. In this application, Security Administrators will enter their change requests directly
into the LaGov system instead of submitting a PDF Form.

Please note that the Security Application is currently only for adding Security to positions.
Requests to remove position security and all security requests for H 1Ds will still have to be made
via the PDF Security Forms.

The Security Request Application is available via LEO > SEC ADMIN > Security Request
Application.

Security Administration @

IS}

Position#: | e.g, 00987654

Click the Position# field to access the position search.
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Select Position (3890)
Search QL
Fosition# Holder Description
50650228 AARON ASST DISTRICT ATTORMEY
MECHE
00137969 AARCON IT STATEWIDE SYSTEMS TECH 4
HOLLAMDER
00200537 AARON ASST DISTRICT ATTORNEY
BROOKS
50306344 ABIGAIL PETIT ADMIMISTRATIOM AND RESEARCH
ASSOCIATE
20667227 ABIGAIL MOMN-STATE EMPLOYEE (ERP OMLYY)
CLIFTON
00200948 ABIGAIL ASST DISTRICT ATTORNEY
MACDOMNALD
Cancel

Enter or select the appropriate position.

Security Administration 9

Position# 50650228 + Add Job Function i= Show Holders

v Existing Job Functions

Job Function Description Start Date End Date Access To

There are no existing job functions

Click the + Add Job Function button to access the job function search.
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Select Job Function (5)
Search &}

Job Function

Job Function 1D Description

Code
20568268 FI-01A Financial Inguiry Only
20568065 LO-01A Logistics Inquiry Only
20568799 MM-02 M Goods/Services Receiver
205689546 Ph-12 PM Prop Inventory Proc: M5 Motification
20574242 TV-01A Travel Reporting

Cancel

Select the appropriate job function.

Security Administration

Position#: = 50650228 + Add Job Function = Show Holders

v Requested Job Functions

Start Date End Date Suffix Type Included Job Functions Access To
Fi-01A (Financial Inquiry Only), 50568268

05/17/2023 | 12/31/9999 DEPT e (9}

DEPT LO-01A =

Click the Access To field to choose the appropriate agency or personnel area(s).
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Select Access To Value(s) .
Search o
AccessTo Value Job Function Suffix
BESE DEPT
DA DEPT
DAAD DEPT
DOA DEPT
DOA-ALL DEPT
EXEC DEPT
LFFAA DEPT

Select Cancel

Select the appropriate agency or personnel area(s).
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Security Administration (]
Position#: = 50650228 -+ Add Job Function iE Show Holders
v Requested Job Functions
Start Date End Date Suffix Type Included Job Functions Access To
FI-01A (Financial Inquiry Only), 50568268
05/17/2023 B 12/31/9999 DEPT DOA ® & ®
DEPT LO-01A DOA ® =

v Existing Job Functions

Job Function Description Start Date End Date Access To

There are no existing job functions

Submit. Back

Click the Submit button to submit the request. Note the Ticket Number generated after submission.

[i] Information

Your ticket has been successfully submitted, Your Ticket Number is 3590

Below is a link to a step-by-step Training Video on how to use the Security Application, as well as the
Report Descriptors for ZP309A, ZP290A and ZS35.

https://wwwprd.doa.louisiana.gov/LaGov/LaGov ERP Main/Security Request System/SRS HelpHo
me.html

V. LAGOV SECURITY REQUEST FORMS
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The Security Request Application is currently only for adding Security to positions. Requests to
remove position security and all security requests for H IDs will still have to be made via the PDF
Security Forms.

A. Form Access
. All LaGov Security Administrators are assigned unique identifiers in ZP200.
. These values identify which security forms are available to each security administrator

. The forms are only available through LEO>SEC ADMIN>Security Request Forms

Note: All pop-up blockers must be turned off for the system to work properly.

B. Sign-on Instructions for accessing LaGov Security Request Forms

¢ Log into your LEO account.

¢ Click on the SEC ADMIN tab. On the left hand navigation panel, there will be an option for
Security Request Forms.

LEQ Louisiana Employees Online

1 Forward ¥

Home LaGov Apps My Info My Time SuccessFactors My Benefitt My Training My Work Legacy Training Reports M Help Admin

SEC ADMIN  eProc Security Admins only ~ Help Desk Ticket

SEC ADMIN = SEC ADMIN
Security Request Applicafion
SR R Select a link from the Detailed Navigation section on your left.
Security Ticket Detail (PDF)
Security Ticket Search
IF290A - Job Funcion Detail
IP309A - Job Funcfion Securifty Report
1805 - Roles on User ID
1506 - Roles on Position

1535 - Job Funcfion Lookup

e Clicking this link will display a menu of form options for the agency Security Administrator.

C. Main Menu for LaGov Security Administrators

e Click on the form you would like to access.
e The image below is an example that represents the screen for a user ID that has permissions to
certain forms. Users will only see links for the forms they have authority to submit.
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Security Forms

Form ID Form Link

1SF048 LAGOV SECURITY - HCM, LSO
ISFOE0 LAGOV SECURITY - BUSINESS OBJECTS
I1SF065 LAGOV SECURITY - TRAVEL

LSFOO7 LAGOV SECURITY - SRM STATEWIDE FINANCE

LSFO08 LAGOV SECURITY - SRM STATEWIDE EPROCUREMENT, LOGISTICS

D. General Instructions for Using LaGov Security Forms

It is recommended that Security Administrators look at the actual forms in the LEO>SEC
ADMIN>Security Request Forms while reading this section on forms.

e Common to All Forms:
Position Number  Must always be included, as security is added to a position not a
person.

Personnel Area Position belongs to this personnel area.

Add Adds selected security to the position. Any existing security on
the position governed by the form will remain intact.

Remove Removes selected security from the position. If no job functions
are selected, then all job functions related to the form will be
removed.

Start Date The beginning date for the permissions requested.

End Date The ending date for the permissions requested. If security is to be

temporary, then provide an appropriate end date, else a default
end date of 12/31/9999 will be assigned.

e General Fields:

Job Functions All job functions are identified by radio buttons. In LaGov,
permissions are grouped into logical sets called job functions. In
order to request the correct security for a user, it is necessary to
understand what job functions are available, and what job duties
will be performed by an employee.

Comments Enter comments relevant to the processing of this security
request.
LaGov Security Enter full name of the Security Administrator.
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Admin Name
Phone Enter phone number of the Security Administrator.
Email Enter email address of the Security Administrator.

e Push Button:
Submit Send the Security Request form to LaGov Security Administrator.

e Alink to instructions for completing the form is found at the top left of each form.

e The Warning message “You must fill in all required fields before submitting.” will be display
when a required entry has not been completed. All missing required information must be
entered before the form can be successfully submitted.

e The agency LaGov Security Administrator/Alternate is required to keep signed copies of all
LaGov Security forms for future reference and audit purposes. Upon submittal, a copy of the
form is emailed to OTS/LaGov for processing and a copy is sent to the agency security
administrator making the request.

e After a security request has been processed by the LaGov Security Team, the agency LaGov
Security Administrator/Alternate receives an email notification.

Expected Turnaround: Two business days (which encompasses time for the nightly security job

to run which activates/deactivates roles maintained), unless request is processed on Payroll
Monday. This is the only day that our security job does not routinely run.

E. LaGov ERP Security Forms

Images of each Security form, as well as the link to detailed descriptions of the Job Functions included,
will follow. Again, you may not have access to all forms shown.

LSF001: LaGov Security - Finance & Real Estate
LSFO001 Form Instructions
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L=kt LaGov Security - Finance & Real Estate
Eom Instryctions Request for Position Security Action

od
Position Number Agency Access (list agency number requesting access to) 8:-;-"-.:.-9
| | | End Date
Position Holder Name Holder Personnel # Start Date [change I temg)
| | || | [12/31/9999

[CJaa-01 Capital Asset Accountant

[[] AA-04 AA-Transfer FPC to Agency
[J#r-01 AP Manager-Post

[] 4p-02 AP Manager wi self post

[] 4P-06 Ore Time Vendar Procassor
[ClaP-10 Vendor Invoice Processor-Park
[] AR-01 Dunning Analyst

|:| AR-02 Invoice Processor-Park

[] 4R-03 Irvoice Processor-Post

[ AR-04 Invoice Processor-Self Post

[ 4R-05 Revenue/Receipts Processor
[] ar-08 Temp Customer Processor

] 4R-10 Temp Customer Process DOTD
[] AR-11 Temp Customer Review DOTD
[] #R-12 MERS Cash Mgmt Change LDH
[] AR-13 MERS Cash Mgmt Process LOH
[] AR-14 MERS Fiscal Intermediary LDH
[] &R-15 MATF Cash Mgt Process LDH
[C] AR-16 MATF CM Init Stmnt/Cash Ropt
[C] AR-17 MATF Cash Mgmt Display LDH
[[] AR-19 LDH Asses AR Cust Master Data
[] #R-20 LOH Asses Invoice Process-Pric
[CJ&R-21 LOH Asses Invoice Process-Pst

[C] AR-22 LDH MERS Cash Mamt Adjust

[]#R-23 LDH MERS Cash Mgmt Processor

[ AR-24 LDH MERS Fiscal Intermediany

|:| AR-25 LDH MERS Customer Create/Change
[C]AR-25 LD ARPCS Display

[C14R-27 LDH ARPCS Receive/Pay Process
[C]4R-28 LDH ARPCS Customer Create/Change
[C]AR-29 Check Log Dashboard Maintenance
[]AR-30 LACHIF Customer Maintenance

[] AR-31 LACHIP Invoice Process -Park
[C]AR-32 LACHIP Invoice Process-Paost
[C]AR-32 LACHIP Statemant Print Process
[] AR-34 LACHIP Payment Rec Intarface
[C]AR-35 LACHIP Display

[CJar-36 ops Municipality Customer Mairt
[C]AR-37 DiPS Municinipality Inv Process-Park
|:| AR-38 DPS Municipality Inw Process-Post
DAR—H'J DiPS Municipality Display

[C]ca-01 Cost Allocation Admin

[]cA-02 Cost Allecation Display

[]CM-05 Imprest Account Processor
[C]CM-03 Imprest Account Processor-Park
[C]CM-10 imprest Account Processar-Post
[]cm-114 Deposit Qassification-Park

[[]CM-124 Daposit Oassification-Post

IFIna nce & Real Estate Job Functions l

[]C0-01 Cost Allocation Procassor
[[Jcn-04 statistical Order Processar
[Clco-05 statistical Order Procassor-Create
[Clco-06 Statistical Order Processor-Release
|:|FI-IJI#. Financial Inguiry Only

[CIFM-02 Departmental Budget Anahyst
[C]FM-06 Dept Budget Analyst w/o Funds Res
[[]FM-07 Agency Table Utility

[C]FM-08 Funds Centers Group Admin
[C]Fm-09 Fund Group Admin

[C]FM-10 Funded Program Group Admin
[CIFM-11 Department Approver

[C]FM-12 Project Finance Approver
[[]151-04 Document Processor-Post
[[]=L-084 IV Document Processor-Park
[]EL-11A Agency Approver

|:|GL- 11A Spedal Revenue JE-Park
[[]GL-13A Spadal Revenue JEPost
[]GM-014 Dept Grants Accountant
[[]GM-01E Dept Grants Accountant w/' PS5
|:| GM-02 Dept Grants Master Diata Admin
|:| GM-05 Dept Grants Acct-C081 Billing-5im
D GM-06 Dept Grants Acct-CO81 Billing -Run

[]GM-07 Dept Grants Mstr Data Admin-Create
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[] GM-08 Dept Grants Mstr Data Maint
[ cm-o9 Department Approver
[] GM-10 Broadband Grant Reporting

[] 1AT-01A Buyer-ApprovesPost

[]1AT-024 Inter-Agency Transfer-Buyer-Park [ RE-D1A Building Master Data Processor

[ IAT-03A Seller-Approve/Post [ ] RE-03A Contract Processor

[]1aT-044 Inter-Agency Transfer-Seller-Park [ ] RE-D5A Land Master Data Processor

[]14T-05 Rieal Estate Seller

Comments / Special Directions

LaGov Security Admin Name

Phone Email

Clickimg SUBMIT indicates my authorization of above additions to / removals from security for this position.

SUEBMIT OT5 Status - UserAdmin only

jopen - | |

LSF002: LaGov Security - Purchasing, Contract & Inventory

LSF002 Form Instructions
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LsFooz LaGov Security - Purchasing, Contract & Inventory
Form Instructions Request for Position Security
Position Number Holder Personnel # Start Date Action
| | -l @
Remaor
End Date © *
Position Holder Name {change if tamp)

Inventory Job Functions

Inventory Plant Access - (list plant numbers request

ing access ta)

|
T

l

] MM-02 Goods/Services Receiver |

D MM-03 Inventory Manager - Enhanced I:l

|:| MA-04 Inventory Requestor D
D MM-05 Inventory Manager - Basic D
I:l MM-046 Requisition Approver Group 1 D

MM-07 Requisition Apprower Group 2
MM-08 Requisition Apprower Group 3
WM-01 Warehouse Clerk/Operator
WM-02 Warehouse Manager

WM-02 Warehouse Supervisor

[ 5RM-01 Approver (select all that applhy)

O Agency Approver (Mon Bid/Contract/Catalog orders - list plants)

[

D Assat Accountant Approver (list plants)

IE Procurement (SRM) Job Functions

D SRAM-02 Buyer (includes Requisitioner rale)
list plants and address below

Inquiry Only

[ F1-01 Finandal Inquiry
[ L0-01 Logistics Ingquiry

[C]SRM-05 SRM Inguiry

[

[

a4 Hoc Approver (list plants)

[

I:l SRM-03 Requisitioner (not required if position is a buyer)

[

[ com modity Approver (Internal Agency Approver - list commdities)

[

D Cost Center Approver (include cost centers)

[] 5RM-04 SUS Reg (indudes SRM-02 Buyer role) list plants
and address below

[

[

[

[ Fiscal Approver (LaGow Services Contracts - list plants)

[

O Signature Authority Approver (LaGow Services Contracts - list plants)

[[] 5RM-06 Buryer - Basic
list plants and address below

[

l

[

Comments / Special Directions

LaGov Security Admin Name

Phone

Clicking SUBMIT indicates my authorization of above additions to / removals from security for this position.

sSUBMIT
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LSF003: LaGov Security - Maintenance Operations
LSF003 Form Instructions

L5Foa3

Form Instructions LaGov Security - Maintenace Operations

Request for Position Security

Position Number Personnel Area Action
| | () Add
() Remaove
Position Holder Name Holder Personnel # Start Date
End Date
Plant Accass (list plant numbers requesting access to) change if temp
| | 12/31/9999
I Plant Maintenance Job Functions Inquiry Only
D PM-01 Agency Master Diata Processor DPM-I}E- Property Manager D AG-09 Linear Assets Ingquiry
[] PM-02 Building Maintenance Requestor [CIem-08 Work Order Proc/Fusl Entry [] F1-01 Financial Inguiry
[ #-03 Fleet Maintenance Requestor [C1PM-12 Prop Inv Froc: M5 Notification [] L0-01 Logistics Ingquiry
D PM-04 Fleet Manager [C1PM-17 Prop Mgr - Planner Group - LWC Only
. [[1Fo01 Regular Agile Only
[ PM-05 Maintenance Sup/Mgr [] RSH Randelph Sheppard Program
List the Admin Unit/Dist & Gangys)

that the user needs access to:

ILinear Assets Job Functions (Agile) | [

[] a5-01 Area Engineer [ AG-05 District Administrator [
El AG-02 Clerk [] AG-06 Foreman l
] aG-03 Business Administrator [] AG-08 Supervisor [

] AG-04 Control Section Administrator [

Comments / Specdial Directions

LaGov Security Admin Name Phone Email

Clicking SUBMIT indicates my authorization of above additions to / removals from security for this position.

SUBMIT
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LSF004: LaGov Security - Project Systems
LSF004 Form Instructions

L5Foo4

Form Instructions LaGov Security - Project Systems

Request for Position Security

Position Number Personnel Area Action
| | | © haa
() Remave

Position Holder Name Holder Personnel # Start Date

| | | | ]

End Date

Business Area Access (list agency numbers requesting access to) change if temp
| | 12/31/9999

Job Functions Inquiry Only

] Lo-07 Site Mgr PO Processor-DOTD ] P5-12 User Status Frocessar [] F1-01 Financial Inquiry

D P5-01 Statistical Activities Processor [C1Ps-13 Erwironmental Group Team-DOTD D LO-01 Logistics Inguiry

[ ps-02 Financial Fed Aid Mgr-DOTD ] P5-14 Suspend Fed Billing-Display User-DOTD ] PS-11 PS Restricted Display-DOTD
[[] P5-03 Financial Pericdic Processor [ P5-15 Suspend Fed Billing-Update User-DOTD

[[] P5-06 Project Crestor ] P5-17 System Status Release-Display User-CPRA

[ Ps-07 Project Financing-DOTD ] PS-18 System Status Release-Update User-CPRA

1 ps-08 Project Plan-DOTD [ ps-25 Cost Planner-CPRA

[ P5-09 Project Processor [] P5-26 Networks and Activities Processor-CPRA

1 Ps-10 Praject Scheduler

Comments / Special Directions

LaGov Security Admin Name Phone Email

Clicking SUBMIT indicates my authorization of above additions to / removals from security for this position.

SUBMIT
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LSF009: LaGov Security - Real Estate - Right of Way
LSF009 Form Instructions

LsFoow

LaGov Security - Real Estate - Right of Way

Form Instructions

Request for Position Security
Position Number Holder Personnel # Start Date Action
| . Lom gF
() Remowe
End Date
Position Holder Name (change if tempp)

| |

Job Functions

D AP-16 RE Vendor Maintenance Processor

|:| RE-10 Master Data Processor (Confracts)

D RE-11 Retainer Contract-Level 1 Approver

[] RE-12 Right of Way Contract-Level 1 Approver
D RE-13 Services Contract-Lewvel 1 Apprower

D RE-14 Services Contract-Level 2 Approver

Comments / Special Directions

LaGov Security Admin Name Phone Email

Clicking SUBMIT indicates my authorization of abowe additions to / removals from security for this position.

SUBMIT
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LSF010: LaGov Security - Waste Tire (DEQ Only)
LSF010 Form Instructions

LSFa10

LaGov Security - Waste Tire (DEQ Only)

Form Instructions

Request for Position Security
Position Number Holder Parsonnel # Start Date Action
| I e N <
() Remaove
End Date
Position Holder Name {change if temp)

| |

Job Functions

D FI-01 Financial Inguiry

[] WT-01 Waste Tire Accounts Receivable Processor
[] WT-02 Waste Tire Billing

El WT-03 Waste Tire Fee Report Entry

[] WT-04 Waste Tire Display

[ WT-05 Waste Tire Generator Manifest

[] WT-06 Waste Tire Processor Manifest

Comments / Special Directions

LaGov Security Admin Name Phone Email

Clicking SUBMIT indicates my authorization of above additions to / removals from sacurity for this position.

SUBMIT
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LSFO011: LaGov Security - Budget Development
LSF011 Form Instructions

LSFOT1
Form Instructions LaGov Security - Budget Development
Request for Position Security
Position Numbar Holder Personnel # Start Date Actlon
| I i B -
{:} Remave
End Date

Position Holder Name [change i temp)
| | 12/31/9999

|Juh Functlions

|:| SBP-01 Agency Budget Request Analyst-Operating

D SBP-05 Agency Report Inquiry-Oiperating (BO)

I:l 5BP-06 Agency PEP Only Report Inguiry-Operating (BOY)

I:l SBP-10 Mon-LaGov Agency Budget Request Analyst - Operating
DSBP— 11 Agency Performance Analyst

I:l SBP-12 Agency Performance Approver

[C]15BP-13 Agency Performance Report Ingquiry

Comments / Special Directions

LaGov Securlty Admin Name Phone Email

Clicking SUBMIT indicates my authorization of above additions to / removals from security for this position.

OTS Status - UserAdmin only
SUBMIT Open - ]
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LSF021: LaGov Security - OSB - Building Maintenance Requestor
.LSF021 Form Instructions

LSFo21

LaGov Security - 0SB

Building Maintenance Requestor

Form Instructions

Request for Postion Security

Position/External # Personnel Area Action
O Add
O Remaove
Department Name Section Name
End Date
Position Holder Name Start Date (changg if temp)
12/31/9999

PM-18 Security to allow outside agencies to submit maintenance requests against OSB owned buildings

Comments / Spacial Directions

LaGov Security Admin Name Phone Email

Clicking SUBMIT indicates my authorization of above additions to / removals from security for this position.

SUBMIT

0TS Status - UserAdmin only

] |
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ISF060: LaGov Security - Business Objects
ISFO60 Form Instructions

ISFO65

: LaGov Security - Travel
Form Instructions
Request for Position Security

Position Number Parsonnel Area Action
| () add

| | O Remove

Position Holder Name Holder Personnel # Start Date
| | | | 10/01/2021

End Date

change if tamp)
12/31/9999

Travel Authorization

Select only ONE authorization for the position listed above.

[ TW-01 Travel Reporting Only Executes Reports only

[ Tv-02 Travel Administrator - Basic Performs all functions EXCEPT approving and canceling

DW-G3T!&\HE| Administrator - Regular :Performs all functions EXCEPT canceling

[CITv-04 Travel Administrator - Advanced Ferforms all functions

For Workflow Agencies Only:

[CJTv-05 Cost Assignment Reviewer :Agency Cost Approver for Expense Report workflow (more than 1 Approver can be designated)

CI1v-06 Travel Cost Approver - Expense :Agency Approver for Expense Report workflow (maore than 1 Approver can be designated)

Personnel Areas / Agency Numbers - anter all personnal areas / must be 4 digits

—
I N - B

Comments / Special Directions

LaGov Security Admin Mame Phone Ernail
| -

Clicking SUBMIT indicates my authorization of above additions to / remowvals from security for this position.

0TS Status - UserAdmin only
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ISF065: LaGov Security - Travel
ISFO65 Form Instructions

ISFo6s
LaGov Security - Travel

Form Instructions
Request for Position Security

Position Number Parsonnel Area Action
| () add

| | O Remove

Position Holder Name Holder Personnel # Start Date
| | | | 10/01/2021

End Date

change if tamp)
12/31/9999

Travel Authorization

Select only ONE authorization for the position listed above.

[ TW-01 Travel Reporting Only Executes Reports only

[ Tv-02 Travel Administrator - Basic Performs all functions EXCEPT approving and canceling

DW-G3T!&\HE| Administrator - Regular :Performs all functions EXCEPT canceling

[CITv-04 Travel Administrator - Advanced Ferforms all functions

For Workflow Agencies Only:

[CJTv-05 Cost Assignment Reviewer :Agency Cost Approver for Expense Report workflow (more than 1 Approver can be designated)

CI1v-06 Travel Cost Approver - Expense :Agency Approver for Expense Report workflow (maore than 1 Approver can be designated)

Personnel Areas / Agency Numbers - anter all personnal areas / must be 4 digits

S S —]
I N - B

Comments / Special Directions

LaGov Security Admin Mame Phone Ernail

Clicking SUBMIT indicates my authorization of above additions to / remowvals from security for this position.

0TS Status - UserAdmin only
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F. LaGov Statewide Support Security Forms

LSF012: LaGov Security - Statewide Support - OSRAP
LSF012 Form Instructions

L5FO12
it LaGov Security - Statewide Support - OSRAP
Request for Position Security
Position Number Personnel Area Action
| | {7 add
() Remove
Position Holder Name Holder Personnel £ Start Date
End Date
Business Area Access (list agency numbers requesting access to) {change i temp)
| | 12/21/0909
Job Functions Inquiry Only
|:| AA-03 Capital Asset Valuation Adjuster D GL-02 Close Processor EIFI-'D] Finanicial Inquiry
D AP-17 Vendor/EFT Display for All Agencies |:| GL-03 Doc Proc-Contrl Agy w/ Seif Post DLO-N Logistics Inguiry
EICO—GI Master Data Processor |:| GL-07 Master Data Processor
[[] c0-07 Cost Center Master Data Processor [] GM-D4 Stwd Ceniral Grants Administrator
EI FM-0'1 Budget Controller |:| SU5-02 Vendor Administrator-Display

[] FM-05 Period End Processar

Comments / Spacial Directions

LaGov Securlty Admin Name Phone Emaill

Clicking SUBMIT indicates my authorization of above additions to / removals from security for this position.

0TS Status - UserAdmin only
| susmim | opn | |
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LSF013: LaGov Security - Statewide Support - LPAA
LSF013 Form Instructions

LSFo3

LaGov Security - Statewide Support - LPAA

Request for Position Security

Form Instructions

Position Number Personnel Area Action
| | | o
O Remove

Position Holder Name Holder Personnel # Start Date

| | | | I

End Date
Business Area Access (list agency numbers requesting access to) (change if temp)
| | 12/31/9999

Job Functions Inquiry Only

D PM-01 State Master Data Processor |:| FI-01 Financial Inquiry

] Pm-04 Notification Proc Fleet Manager [] Lo-01 Logistics Ingquiry
[] PM-05 Reporting Managerial

|:| PM-06 Notification Proc Property Manager
[] PM-07 Stwd Proparty/Fleet Manager

[ pm-11 Property Auditor

[] mm-09 GoodsiServices Recsipt

El MM-10 Good Recepit Asset Reversal

Comments / Special Diractions

LaGov Security Admin Name Phone Email

Clicking SUBMIT indicates my authorization of above additions to / removals from sacurity for this position.

SUBMIT
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LSF014: LaGov Security - Statewide Support - OSUP
LSF014 Form Instructions

LSFona4

LaGov Security - Statewide Support - OSUP

Form Instructions
Request for Position Security

Position Number Personnel Area

Action

| () Add

Position Holder Mame

Holder Personnel #

D Remowve

Start Date

N

Business Area Access (list agency numbers requesting access to)

End Data
change if temp)

|

Job Functions

[[] Ar-028 Stwd Central Payment Processor

[] AP-09 Stwd Central Vendor Mast Data Admin
[ ] cm-02 Bank Reconciler

[]HCma-23 BFA Processor

] Homa-24 GA Processor

[CJHCM-25 WTA Processar

Inquiry Only

D FI-01 Financial Inguiry

[] Lo-01 Logistics Inquiry

Comments / Special Directions

LaGov Security Admin Name Phone Email

SUBMIT

Clicking SUBMIT indicates my authorization of above additions to / removals from sacurity for this position.
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LSF015: LaGov Security - Statewide Support - OSP

LSFO015 Form Instructions

LSF015

Form Instructions
Request for Position Security

LaGov Security - Statewide Support - OSP

Paosition Mumber Personnel Area Action
| | | O Ada

() Remove
Position Holder Name Holder Personnel # Start Date

I

Business Area Access [list agency numbers requesting access to)

End Date
ichange if ke

|

| Job Functions

|:| MM-01 Global Master Data Processor
|:| SRM-11 Contract Novation

[] 5RM-13 OSP Buyer (iInclude mailing addrass below)

[] MOM-01 Catabog Manager (optional, If SAM-13 1s selectad)

[[]smss-14 0sP-PC Approver (indude malling address below)

[] MDoM-01 Catalog Manager joptional, If SRM-14 Is selected)
[]sus-m wandor Administrator-5ted

[ ]sus-0z vendor Administrator-Display

Inquiry Only

[]F-01 Financlal Inquiry

[[] Lo-01 Logistics inquiry

Comments [ Special Directions

LaGov Security Admin Mame Phone

Ermail

Clicking SUBMIT indicates my authorization of above additions to / remiovals from security for this position.

0TS Status - UserAdmin only

[open  _~ | |
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LSF016: LaGov Security - Statewide Support - ORM

LSF016 Form Instructions

LSFo6

Form Instructions

Personnel Area

LaGov Security - Statewide Support - ORM
Request for Position Security

Position Number

Action

() Add
() Remove

Position Holder Name

Business Area Access (list agency numbers requesting access to)

Holder Personnel #

Start Date

End Data

|change if temp)

|

[] RE-01 Building Mstr Data Proc

[ RE-05 insurance Mstr Data Proc

Job Functions|

.

Comments / Special Directions

LaGov Security Admin Name

Phone

SUBMIT

Clicking SUBMIT indicates my authorization of above additions to / removals from security for this position.
0TS Status - UserAdmin only

Open _'j
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LSF017: LaGov Security - Statewide Support - FPC
LSF017 Form Instructions

LsFor

LaGov Security - Statewide Support - FPC

Form Instructions
Request for Position Security

Position Number Personnel Area Action

| | | () Add

(:) Remowve

Postion Holder Name Holder Personnel # Start Date

| | | | ]

End Date
Business Area Access (list agency numbers requesting access to) (change if temp)

| |

Job Functions Inquiry Only

D CO-04 Statistical Order Processor [[] RE-21 Building Mstr Data Processor El FI-01 Financial Inquiry
[[] FM-07 Agency Table Utility El RE-03 Contract Processor-SLO D LO-01 Logistics Inguiry
] P5-06 Project Creator [C] RE-04 Contract Processer-FPC

D P5-12 User Status Processor D RE-06 Land Mstr Data Processor

D P5-19 Project Processor-PM D SRM-08 Business Partner Maint

El P5-20 Project Processor-Acct D SRM-09 Contract Creator

D P5-21 Project Processor-Admin D SRM-10 Funding/Buyer-FPC

[] P5-22 Project Processor-Lock/Unlock
El F5-23 Project Mgmt Reporting-FPC

[[] F5-24 Mon State Project Processor-PM

Comments / Special Diractions

LaGov Security Admin Name Phone Email

Clicking SUBMIT indicates my authorization of above additions to / removals from security for this position.

sSUBMIT
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LSF018: LaGov Security - Statewide Support - SCS

LSF018 Form Instructions

LSFE

Form Instructions

Position Number Personnel Area

LaGov Security - Statewide Support - 5CS
Request for Position Security

Position Holder Name

Holder Personnel #

LaGov Authorizations

D HCM-13 Stwd Position Maintenance
[] How-14 Inguiny

|:| HCM-15 Job Processor

I:l HCM-16 Compliance Inquiry

] How-17 Legacy System Update

] w18 State Police Commission

[] HCm-19 Payroll Inquiny

Action

() Add

{:} Remaove

Start Date

]

End Date

change if tamp)
12/31/9999

Comments / Special Directions

LaGov Security Admin Name

Phone

Email

SUBMIT

Clicking SUBMIT indicates my authorization of abowe additions to / removals from security for this position.
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LSF019: LaGov Security - Statewide Support - Inquiry Only
LSF019 Form Instructions

LSFoe

LaGov Security - Statewide Support - Inquiry Only

Form Instructions
Request for Position Security

Position Number Personnel Area Action

| | | () Add

() Remove

Position Holder Name Holder Personnel # Start Date

| | | | ]

End Date

change if tempy
12/31/9999

LaGov Authorizations

[] AuD-01 Legislative Auditor 15

D AUD-02 Legislative Auditor FI f Inspector General

|:| HCM-26 HCM Retirement System Inguiry (Lasers, TRSL, LSPR)
|:| HCM-29 OPB - Legislative Fiscal Inquiry

[[] HCM-30 OGB Inquiry

I:l HCM-31 OSRAP - Financial Inquiry

Comments / Special Directions

LaGov Security Admin Name Phone Email

Clicking SUBMIT indicates my authorization of abowe additions to / removals from security for this position.

SUBMIT
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LSF020: LaGov Security - Statewide Support - Budget
LSF020 Form Instructions

LSF020
T T LaGov Security - Statewide Support - Budget
Request for Position Security
Position Number Holder Personnel # Start Date Actlon
| | —
() remave
End Date
Position Holder Name {change If temp)
| |
Job Functions
SEP
[[] sEP-03 State Budget Request-Oparating
[] sBP-04 State Budget Systam Admin-Operating
SEM-DTS
] 5RM-16B SAM - DTS - Budget Office (List plants below)
Comments / Special Directions
LaGov Securlty Admin Name Phone Email
Clicking SUEMIT indicates my authorization of above additions to / removals from security for this position.
0TS Status - UserAdmin only
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LSF022: LaGov Security - Statewide Support - STO
LSF022 Form Instructions

L5Fo2z2
Fom Instructions LaGov Security - Statewide Support - STO Action
o i (O Add
Request for Position Security O Remoe
Position Number Parsonnel Area Start Date
End Date

Position Holder Name Holder Personnel # changa if temp
| | | | 12/31/9999
Job Functions

[[] ©M-118 Deposit Classification - Park - CTRL
[] 2cTL-01 Control Agency - AP Invoice Park

[[] CM-12€ Deposit Classification - Past - CRTL O sro-omm
O aw

D CM-13 Deposit Document - Park - 5TO [] ZCTL-02 Control Agency - AP Invoice Post
[[]sTo-omH

|:| CM-14 Deposit Document - Post - 5TO D-"'-LL

I:l ZCTL-03 Control Agency - FM Budget Processor
[[] ©M-15 EBS Display - Control Agency

[C]STo-OTH
AL
] cM-16 EBS Dashboard - Control Agency
] zcm-04 Control Agency - GL Park
[O]sTo-0TH
[] GL-12B GL Special Revenue JE - Park - CTRL
[ AL
[[] GL138 GL Special Revenue JE - Post - CTRL [ zcrL o5 Control Agency - GL Post
[]sTo-0mH
D SEP-14 Control Agency Approver - Operating [Jaw

Comments / Special Directions

LaGov Security Admin Mamea Phone Email

Clicking SUBMIT indicates my authorization of above additions to / removals from security for this position.

. — OTS Status - UserAdmin only
SUBMIT Open ;j [
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G. LaGov HCM Security Forms
ISF048: LaGov Security - HCM / LSO

ISF048 Form Instructions

I5Fo48

Form Instructions

LaGov Security - HCM / LSO

Request for Position Security

Position/External £ Personnel Area

Limnit Security Within An Agency?

Personnel Area Access List

Action
Start Date
O add
| Creme ]
End Date

ichange if temp)

|

() es (@1 |

Paid Agency EA Procassor

] HCM-01 A Inquiry Only (Paid)
|:| HCM-03 Employes Admin (Paid)

[] HEM-04 EA Time Admin
{(Includes All Time Groups)

[ Hom-054 Org Mgmit (Paid)

[] HCM-06 Time Administrator
(Specify Time Groups Below)

Personnel Area TA Group
[ -
[ -

| LaGov HCM Authorizations |
Non-Paid Agency EA Procassor
[[] HCM-01B Inguiry Only (Non-Faid)
[[] HCM-02 Employee Admin (Non-Paid)
[] HCM-25EB Org Mgmt (Mon-Paid)
Special Reporting Roles
EIHCM-UT-' Fl/Org Reports - Agency Fiscal Staff

[CJHCM-08 Payroll Cost Reports - Mon Fiscal Staff

Specify Time Groups - Timekseper groups include a 4 digit personnel area number followed by a 3 digit time admin group code

Personnel Area TA Group
[ -
[ -
[ o

Learning Solution (LSO

[ ]Ls0-01 LaGow Training Coordinator
[]150-02 Training Coord (Non LaGov Agy)

[ ]L50-03 Training Reports
[J150-04 Training Administrator

[] L50-05 Qualifications Administratar
[] 150-06 Qualifications Admin - Basic

[ L50-07 Workbook Follow Up (DOTD)

Personnel Area TA Group
[ -
[ -
[ -

Comments / Special Directions

LaGov Sacurity Admin Name

Phone Email

| SUBMIT |

Clicking SUBMIT indicates my authorization of above additions to / removals from sacurity for this position.
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VI. DELIMITATION OF POSITION SECURITY
There are two ways that this can occur.

1. Ifaposition no longer requires permissions in LaGov, the agency LaGov Security
Administrator Primary or Alternate must send the necessary form(s) to remove the security
from the position.

2. When an employee vacates a position (through reassignment or separation) and no longer has a
valid holder relationship to the position, the position security is removed from the User ID.
This is handled by the nightly security job.

Vacant positions continue to have security relationships attached unless an action as explained in Step
1 is taken. When a new holder is assigned to a position, the existing security relationships
automatically become attached to the new holder’s User ID when the nightly security update program
runs.

If the new holder will perform the same job duties and require the same security permissions, no action
IS necessary.

Agency LaGov Security Administrator Primary and Alternates are responsible for properly maintaining
LaGov position security.

VIl. LAGOV SUPPORT

Agency LaGov Security Administrators can contact the LaGov Help Desk by submitting a Web Ticket.

They can assist with questions involving assignment and maintenance of security roles, filling out and
submitting security requests, which role a specific transaction or screen is in, how to update a security
administrator designation, employee password maintenance issues and, in general, any question related
to LaGov security.

A. LaGov Web Ticket

A link to the LaGov Help Desk Ticket can be found under the SEC ADMIN tab.
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LO Louisiana Employees Online

4 Forward ¥

Home LaGov Apps My Info My Time SuccessFactors My Benefits My Training My Work Legacy Training Reporis m Help Admin

SECADMIN | eProc Securily Admins only | Help Desk Ticker ="

SEC ADMIN > SEC ADMIN
Security Request Application
Security Request Forms Select a link from the Detailed Navigation section on your left.
Security Ticket Defail [PDF)
Security Ticket Search
P290A - Job Function Detoil
P309A - Job Function Security Report
505 - Roles an User ID
506 - Roles an Posifion

17535 - Job Function lookup

Each time you create a Help Desk Ticket, select
e System -> LAGOV/LEO

e Module -> SECURITY
e Add either the position number or Personnel number affected by this issue
¢ Provide Problem Details (Screenshot if applicable)
e Review and then click SUBMIT
To submit a LaGov Help Desk Ticket, fill in the required fields and click the Submit Button
Email Address: BRYCE.HADDAD@LA.GOV Phone Number: 225-219-2124

Alt. Email Address (Optional) Alt. Phone Number (Optional): Ext:

*System LAGOV/ LEO wr

*Module: = SECURITY A

*Category:
Reference Information (ex: Personnnel # = 2297, po number, position number)
*Problem Detail (1000 Character Max)

> Add a PDF attachment (Optional)

The Help Desk Ticket will be received by the LaGov Help Desk via email and you will be contacted
during normal business hours, 7:30 to 4:30.

B. Who Do I Contact for Help? link in LEO

So how do agency employees find out who is their LaGov Security Administrator? They can log into
LEO and click the “Who do I contact for Help?” link on the LEO Home page.
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Shortcuts

Create/Change Verification Email

View/Print Pay Statement
Create a CATS Time Request

LaGov App for Mobile Devices

Who do | contact for Help?

LaGov/LEQ Help Website

LaGov Requirements
Learn More About LEOQ

Statewide Email

h e e D=2 0 v s

DOA Mainframe Access (IE only)

(]

State Employee Links

User’s Guide

LegocyNgaining Reparts SEC ADMIN Help Admin

« Tipmnd ¥
LaGov App: My Infc My Time Succensfoctons My Benefitz My Training My Werk

leme Page
Hame > Home Poge
IE s Announcements shortcuts
Updared May 22 2023
#  Cale/Changs Verfication Email
© Create a CATS Time Request
0 LaGov Ann for Mobile Devices
MEDICAID MEMBERS
y = = O LaGow/LEQ Help Websie
Don’t risk losing your S
Learn Mare About LEQ
health coverage. -
&P DOAMainframe Access. (E only)
Keep your contact information up to date, including B State Employee Links
your address, phone number, cell phone number

In addition to contacts such as their LEO, Travel, Technical and Training agency contact, employees
can click this link to see a list of the various types of Agency Security Administrators that have been
designated for their agency. Some examples are:
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Co...

005
006
o013
014
015
016
o7
018
9
020
035
036
039
040
050
052
053
056
0s7

Contact Type Text

LAGOV SECURITY HCM/LSO - PRIMARY

LAGOY SECURITY HCM/LSO - ALTERMNATE

LAGOVY SECURITY PROJ SYSTEM - PRIMARY
LAGOV SECURITY PROJ SYSTEM - ALTERNATE
LAGOV SECURITY FINANCE/REAL EST-PRIMARY
LAGOV SECURITY FINANCE/REAL EST - ALT
LAGOVY SECURITY PROCURMNT/INVEN-PRIMARY
LAGOV SECURITY PROCURMNT/INVEN-ALTERNATE
LAGOV SECURITY MAINTENANCE-PRIMARY

LAGOV SECURITY MAINTENANCE-ALTERNATE
LAGOV SECURITY OSRAP - PRIMARY

LAGOV SECURITY OSRAP - ALTERNATE

LAGOW SECURITY OSUP - PRIMARY

LAGOV SECURITY OSUP - ALTERNATE

LAGOV SECURITY BUDGET DEVELOPMNT-PRIMARY
LAGOV SECURITY BUDGET DEV ADM-PRIMARY
LAGOY SECURITY BUDGET DEV ADM-ALTERNATE
LAGOV SECURITY OSB - PRIMARY

LAGOV SECURITY OSB - ALTERNATE

For each different contact type, the person’s name, email address, and phone number is displayed. All

contacts are specific for the agency for whom that employee works.
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VIIl. LAGOV ACCESS

A. LaGov User IDs

e When an employee is added into the system, a User ID is automatically created in LaGov for
that employee. This process runs on Monday through Friday night during non-payroll weeks
and Tuesday through Friday of payroll-week. During this process, the User ID will be assigned
permissions that are attached to the position for which the employee is a holder.

e For new users, it is the responsibility of the agency, typically the Human Resource staff, to look
up the employee’s new personnel number and give them their User ID. The personnel number
can be found through transaction PA20 Display Master Data. The User ID will consist of the
personnel number preceded by a “P” followed by sufficient zeros to make a nine-character User
ID.

Ex. New employee number is 211234,
The employee User 1D would be P00211234

e The initial password for a User ID is setup by the employee in LEO password maintenance by
clicking First Time User? on the LEO home screen. It is the responsibility of the agency to
instruct new employees on how to use LEO password maintenance. For users who have LaGov
security access, the password set up in LEO will be the password used for all LaGov functions.

B. LaGov/LEOQO Passwords

1. Password Guidelines

Since the ID is assigned to you, keep in mind that your name is associated with all the activity your
ID performs. The following list of password guidelines was formulated to help protect you and the
data you have permission to access.

e A password can only do its job of protecting your identity if you handle it properly. Thus, you
should keep your password strictly confidential and you should not share it with others.

e Avoid writing your password down and leaving it where others might see it.

e Avoid using easy to guess passwords such as the names of your children, significant other, pets,
favorite sports teams or religious references.

e Never save a password if prompted by the browser.
¢ Avoid recycling a group of passwords over and over again.

N

. Changing Passwords

e Your password is valid for 90 days and may be changed as desired through LEO. After 90
days, the system will prompt you to replace your expired password. Access LEO password
maintenance to change your password by clicking Forgot Password? Locked? on the LEO or
LaGov ERP home screen. If the new password does not conform to the guidelines listed in the
password maintenance application, then the system will display an error message and you must
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try again. Once your password is established in LEO, it will also allow you to access the
LaGov ERP portal.

3. Password Problems

e After five incorrect attempts to enter the correct password, your User ID will be suspended.
The unsuccessful attempts are cumulative and need not be one right after the other. The
counter for password violations continues tracking attempts until a successful logon takes place.

e If your ID is suspended or you have forgotten your password in LaGov, then you must use
password maintenance in LEO. See Changing Passwords.

e |f you get a message that your LEO account is disabled in password maintenance, then you
must contact the LaGov Help Desk. See Phone information below.

e Upon proper identification, the LaGov Help Desk will remove the lock, reset your personal
questions, and instruct you to set up a new password in LEO password maintenance. It is then
the user’s responsibility to use LEO to set up a new confidential password at the earliest
possible opportunity. The LaGov system will not allow the user to sign on until he or she
selects a new password.

e LaGov Help Desk representatives will not assign passwords to a User ID. It is the user’s
responsibility to maintain their own password for LaGov and LEO.

e When the user selects a new password in LEO password maintenance, LaGov is updated to
accept the same password and the LaGov account is unlocked. Employees will always use the
same User ID and password to log into both LaGov and LEO.

C. LaGov Help Line

The LaGov Help Line should be used by employees to request assistance only once they have been
unsuccessful resolving their problem using LaGov’s self-service password maintenance application.
LaGov Help Line: 225-219-6900 Option 2

Calls are returned Monday thru Friday, excluding holidays, from 7:30 to 4:30.

For Forgotten Password or Locked ID issues, select Option 2. Callers are then given an opportunity to
leave a voice mail. Be sure to leave your Name, Personnel Number, Phone number and the nature of
your issue. A LaGov Help Desk representative will return the call.

Click to access the LaGov ERP/LEO Logon On Assistance Quick Reference Card for more
information.
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